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Abstract
Purpose – Simulation is a well-known technique for using computers to imitate or simulate the operations
of various kinds of real-world facilities or processes. The facility or process of interest is usually called a
system, and to study it scientifically, we often have to make a set of assumptions about how it works. These
assumptions, which usually take the form of mathematical or logical relationships, constitute a model that is
used to gain some understanding of how the corresponding system behaves, and the quality of these
understandings essentially depends on the credibility of given assumptions or models, known as VV&A
(verification, validation and accreditation). The main purpose of this paper is to present an in-depth theoretical
review and analysis for the application of VV&A in large-scale simulations.
Design/methodology/approach – After summarizing the VV&A of related research studies, the
standards, frameworks, techniques, methods and tools have been discussed according to the characteristics of
large-scale simulations (such as crowd network simulations).
Findings – The contributions of this paper will be useful for both academics and practitioners for
formulating VV&A in large-scale simulations (such as crowd network simulations).
Originality/value – This paper will help researchers to provide support of a recommendation for
formulating VV&A in large-scale simulations (such as crowd network simulations).
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1. Introduction
Due to rapid advancements in computer hardware and software development techniques,
simulation technology is widely used in numerous application domains that include national
defense, geology (Miller, 1981), human anatomy and biology (Snyder et al., 1968; Andrews
and Graef, 1970), electronics (Shichman and Hodges, 2003), military (Kheir and Holmes,
1978) and railway systems (Goodman et al., 1987). It has also succeeded to achieve
worldwide attention over the past several years due to its multiple features that include cost-
efficiency, elimination of prototyping, better risk assessment, increased speed and optimized
accuracy. Early concepts and theories of simulations and their applications are first
introduced in previous works (Evans et al., 1967; A, 1967; Martin, 1968; McLeod, 1968;
Rothenberg, 1989). According to Rothenberg (1989), simulation can broadly be defined as a
behavioral or phenomenological approach to modeling: This means, it is an active and
behavioral analog of its referent. Since the end of the twentieth century, to deal with
simulation objects’ complexities and improving user’s requirements in the simulation
application domains, it has entered into a new stage of large-scale simulations. This also
brings new challenges to the credibility of evaluation due to the underlying characteristics
of large-scale simulations that include multiple levels, multiple structures, multiple
relationships, multiple models and large scale (Zhang et al., 2012).

For practical problems, simulations are of value only if the results of these simulations
are reliable and accurate. Simulations that lack sufficient credibility are meaningless and
will bring about catastrophic consequences (Zha and Kedi, 1997; Howard, 2011; Lent et al.,
2003). The credibility analysis of simulations not only validates simulation and its results
but also reduces the risks caused by the application of simulation. Moreover, it also helps
developers to find out the shortcomings of the simulation during the design process (Li,
2012). Therefore, credibility analysis is an essential parameter for the acceptance and
validation of simulation system results (Muessig, 2001). Since 1962, Biggs and Wigan
conducted research on the credibility analysis of simulation to fully evaluate the simulation
(Abrahamson, 1980; Fishman and Kiviat, 1967). In the mid-1970s, the American Society of
Computer Simulation established a Technical Committee on Model Credibility to build
verification terms. The credibility is defined as the degree of trust of a simulation system in
the simulation and the output of the simulation under a specific application purpose (Li,
2012), which mainly includes four aspects of nature, i.e. purpose relevance, objectivity,
comprehensiveness and hierarchy (Zhang andWang, 2001).

Initially, the concept of verification, validation and accreditation (VV&A) of simulation
models is defined to improve the credibility of simulations and to make simulations efficient
considering user requirements. Therefore, the research on VV&A and credibility of the
simulation is essential for every simulation application (Zhang et al., 2012; Figure 1). The
term VV&A first appeared in the US Department of Defense (DoD) Modeling and
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Simulation Office (DMSO) in 1996 for setting up a technical support team, named Military
Simulation VV&A Technical Support Team (TST; DoD, 1996). The role of that team was to
enhance the scientific and usable military simulations. Moreover, VV&A activities can also
assist in reducing development and integration risk with considerable improvement in the
simulation credibility (Muessig, 2001; Tang et al., 2006). Therefore, it cannot be accepted
without the implementations of credibility analysis, or it cannot be used without a
qualification certificate of VV&A (Zhang et al., 2012; Figure 1).

VV&A is a significant mean to improve the credibility of simulations, especially during
large-scale simulations. It is successfully affirmed in various studies of large-scale
simulations to accredit and validate simulations results. Recently, numerous research
surveys are published on the application of large-scale simulations. However, these research
studies are either extremely broader to specifically discuss VV&A or extremely limited on
the use of VV&A in a specific and relatively narrower application domain. Moreover, all
these research studies provide an excellent review and details of current verification and
validation (V&V) techniques but lack in providing origin and history of the development of
these techniques. This research reviews the origin and development of VV&A theory,
standards, frameworks, methods, techniques and tools from a specific application to large-
scale simulation applications (like multi-agent simulations). This research will also focus on
which features and characteristics of VV&A can be utilized to a large-scale simulation
problem.

The rest of this paper is organized as follows: Section 2 introduces the details of VV&A.
Section 3 reviews the VV&A standards. It explores VV&A frameworks and also discusses
which VV&A framework is appropriate for the large-scale simulation platforms. Method
and techniques of VV&A are presented in Section 4. This section also discusses about how
to apply technology and methods to VV&A processes. Sections 5 and 6 explain tools of a
VV&A framework and also suggests appropriate tools for large-scale simulations.
Moreover, Section 7 summarizes this research (Figure 2).

Figure 2.
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2. The research on VV&A theory of simulations
Since the inception of modeling and simulations (M&S), the concept of VV&A in simulation
models has been defined using life cycle simulations and model development processes
(Borko, 1962).

Sargent (1997) presented a model for the model development process and described the
relationship between models and reality (Figure 3). For simulations, Balci stated that V&V
should be a constant ongoing process throughout the life cycle simulations. Later, in 1994,
he introduced testing function into the verification process of simulation and concluded that
VV&T is not a phase or step in the life cycle of a simulation study but a continuous activity
throughout the entire life cycle (Figure 4). Furthermore, he provided a more exhaustive
taxonomy for the VV&A process and talked about the necessity of verification in the
formulation of simulationmodels (Balci, 1997; Balci and Nance, 1985).

The spectral analysis method was applied to the validation work of the missile
simulation. Balci and Sargent (1984) believed that the confidence interval method can also
perform the relevant validation work of the simulation. In 1996, the DMSO set up the
Military Simulation VV&A TST to draft the Recommended Practice Guide (RPG) 5000.61.
In 1996, the DoD issued the Ministry of Defense VV&A recommendations (Department of
Defense Instruction [DoDI], 2003; Sanders, 1996). This recommendation guideline divides
the VV&A work in the life cycle of simulations into seven main stages: determining VV&A
requirements, VV&A plan design, concept model verification, system design verification,
system application verification and system acceptance.

IEEE 1278.4 was initiated by the IEEE DIS (Distributed Interactive Simulation)
Committee and completed in 1997, which provides VV&A guidelines for DIS emulation
users and developers (Interactive and Committee, 1998). In 2004, the International Test
Operations Procedure (ITOP) released the first version of the “General Procedure for M&S
V&V Information Exchange” (ITOP 01-01-002). In 2007, IEEE 1516.4 practice defines the
processes and procedures that should be followed to implement VV&A for federations being
developed using the high-level architecture (HLA) using the Federation Development and
Execution Process (FEDEP) (Interoperability et al., 2007). The development history of
VV&A is presented in Figure 5.
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Figure 4.
The life cycle of

VV&A

COMMUNICATED
PROBLEM

FORMULATED
PROBLEM

PROPOSED SOLUTION
TECHNIQUE (Simulation)

SYSTEM AND
OBJECTIVEON

CONCEPTUAL MODEL

COMMUNICATIVE
MODEL

PROGRAMMED
MODEL

EXPERIMENTAL
MODEL

SIMUALTION RESULTS

INTEGRATED
DECISION SUPPORT

VV&T

Feasibility Assessment of
Simulation

Investigation of Solution
Techniques

System and Objectives Definition
VV&T

System Investigation

Fomglated Problem VV&TProblem Formualtion

Model Formulation

Model Representation

Programming

Experiment
Design VV&T

Programmed
Model VV&T

Design of Experiments

Communicative
Model VV&T

Model
Qualification

Experimentation

Redefinition

Pr
es

en
ta

tio
n

Si
m

ul
at

io
n

R
es

ul
t

Pr
es

en
ta

tio
n

V
V

&
T

Experimental
Model VV&T

Acceptability of
Simualtion Results

DECISION MAKERS

 

Survey on
VV&A of
large-scale
simulations

67



Different scholars and organizations also give relevant definitions and requirements to
VV&A. The economist Machlup (1955) provides the first formalized definition of the concept
of verification as “Verification in research and analysis may refer to several things that
includes correctness of mathematical and logical arguments, the applicability of formulas
and equations”. Sornette et al. (2007) defined validation as “the process of determining the
degree to which a model is an accurate representation of the real world from the perspective
of its intended uses”. This definition is identical to Sargent’s: a model must be validated to
ensure some minimal degree of accuracy for a given system or problem entity. The only
difference is that the system/problem entity is a physical phenomenon in the real world
instead of a generalized process. In previous works (Oberkampf and Barone, 2006;
Oberkampf and Barone, 2007), V&V is again defined as “Verification is the assessment of
the accuracy of the solution to a computational model. Validation is the assessment of the
accuracy of a computational simulation with experimental data”. This concept has widely
been accepted by most of the scholars. The DoD defines accreditation in DoDI 5000.61 as
“the official certification that a model or simulation is acceptable for use for a specific
application” (Sanders, 1996).

Verification ensures that the model works as expected. Verification is a software-level
process that does not necessarily require information about the model’s outputs. It is more of
a check that the model’s equations are correctly coded and implemented. The ultimate goal
of validation is to establish credibility in a model such that the model can also be used to
predict problem entity behaviors on unseen and untested cases. Validation is the testing of
model outputs against experimental data to see if the model yields accurate outputs. Model
accreditation determines if a model satisfies a specified model according to a specified
process.

Finally, this section introduces the concepts of VV&A, the evolution process of VV&A
and the VV&A process in the simulation life cycle, which can help readers to have a
preliminary understanding of VV&A.

3. The research and establishment on VV&A standards of large-scale
simulations
Does the establishment of VV&A standards of a large-scale simulation in the life cycle guide
the work effectively and orderly? To answer this question, we can observe the following
VV&A standards and specifications.

3.1 DoD VV&A RPG
DoD VV&A RPG is a basic framework for the overall guidance of the subordinate Army,
Navy and Air Force according to the DoDI 5000.61 recommended guidelines, allowing
subordinate organizations to make corresponding adjustments and changes according to
their specific circumstances (Glasow et al., 1996; Glasow et al., 2000; Glasow et al., 2005).

Figure 5.
The development
history of VV&A

� � � �1962  … 1972  … 1979  … 1980  … 1984    … 1996   … 1997   … 2004 … 2007… 2018

““Police dog”
missile evalution

TCMC publishes 
credibility terms

Spectral 
analysis

Confidence 
intervals

IEEE 
1278.4 

DoD instructive
5000.61

VV&A  RPG 
BUILD 

ITOP 
01-01-002

IEEE
1516.4 

� � � � � �

IJCS
3,1

68



3.2 IEEE 1278.4
IEEE1278.4 was initiated by the IEEE DIS Committee and completed in 1997. IEEE 1278.4
provides VV&A guidelines for DIS emulation users and developers. It meets user
requirements by flexibly defining and applying the DIS emulation VV&A basic principles,
so different simulation purposes will result in completely different VV&A processes
(Interactive and Committee, 1998).

3.3 IEEE 1516.4
IEEE 1516.4 practice defines the processes and procedures that should be followed to
implement VV&A for federations being developed using the HLA with FEDEP, which
provides implementation-level guidance to VV&A practitioners (Interoperability et al.,
2007).

A summary of VV&A standards is presented in Table I. The most essential content of
DoD RPG is to put VV&A behavior into the entire development life cycle of M&S. The
advantages include easy operating documentation and so on. Whereas, the disadvantage is
that the specification is special and cannot be applied independently to a special M&S
process. They are more like a tutorial on the management and education of VV&A than
scientific achievement. The IEEE 1278.4 protocol is primarily intended for the DIS protocol.
IEEE 1516.4 is the VV&A standard of distributed interactive simulation systems based on
HLA. IEEE 1278.4 and IEEE 1516.4 are aimed at standards performing the VV&Awork for
a typical system with special structure, so neither of them is universal.

The research establishment on VV&A standards is the important content in the simulation
technology. It is a work of great significance, and it can improve the level of creditability of
large-scale simulations and accelerate the standardization, intelligence, integration and
automation of the reliability assessment. It can speed up the process of normalization and
standardization of modeling and simulation and can satisfy the demands of VV&A standards
of large-scale simulations. The next section will focus on the validation framework of VV&A.

4. The research on VV&A framework of large-scale simulations
Heritage techniques for VV&A (Sargent, 2005) cannot easily be transferred for simulations.
It needs time and efforts (Terano, 2007; Klügl, 2008; Niazi et al., 2009; Pengfei et al., 2011;
Railsback and Grimm, 2011), but these studies do not directly deal with the model verifying
process. Validation techniques and their guidelines are addressed in most of the modeling
textbooks and have even been instantiated in the form of a validation process for general

Table I.
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agent-based models (Law, 2007; Klügl, 2009). However, such techniques are still too general
to provide a concrete, practical methodology for the key validation step. At the same time,
agent-based modeling and simulation (ABMS) is an important branch of large-scale
simulations (Li and Sun, 2007). It involves multiple agent co-simulations and has diverted
researchers’ attention during the past decades. Furthermore, the weak validation and
verification of agent-based simulation models make ABMS hard to trust. Each of these
agent-based models needs to be validated separately, but how to validate the overall
simulation of these combined models remains an unanswered question. It is generally well
accepted that it is difficult to validate large-scale simulations sufficiently then to trust their
results (Sargent et al., 2000). In many cases, the cost of trying to achieve complete validation
is neither practical nor worthwhile (Shannon, 1975). In fact, it has been shown in previous
research studies (Weisel et al., 2003; Weisel, 2004) that separately validated models can
produce invalid outputs when combined. As per above discussion, it can be concluded that a
VV&A simulation verification framework is needed to solve how to verify the simulations.

The first formal framework for V&V was proposed by Oberkampf (1994). This
framework is proposed for building confidence in CFD (computational fluid dynamics) code
predictions that overcomes some of the difficulties of past procedures and delineates, i.e. the
causes of uncertainty in CFD predictions. Easterling (2001) provided a conceptual
framework for quantifying the uncertainty in model predictions, which is shown in Figure 6.

Bayarri et al. (2007) presented the conceptual framework for V&V of physics-based
simulations. This framework quantifies multiple sources of error and uncertainty in
computer models, combines multiple sources of information and updates validation
assessments and acquires new information. Li-Ping and Xiao-Ping (2007) combined fuzzy
similarity theory, fuzzy analytic hierarchy process (FAHP) and fuzzy comprehensive
evaluation method to propose a comprehensive fuzzy credibility evaluation framework,
which is applicable to the effectiveness of crowd simulation in loops. Mehrabadi et al. (2014)
proposed the verification, validation, and uncertainty quantification (VV&UQ) framework,
i.e. applicable to power electronic systems. This framework is used to gather all of the
uncertainties during the simulation and modeling process. It gathers model form
uncertainty, model inputs uncertainty and uncertainty due to the numerical approximations

Figure 6.
The first formal
framework for V&V
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for quantitatively assessing the reliability of the model. Drchal et al. (2016) propose a six-
step validation framework entitled VALFRAM (validation framework for activity-based
models) that allows exploiting historical real-world data to assess the validity of activity-
based models. Wang et al. (2016) present a novel rescheduling framework of the crude oil
operations based on a continuous-time representation. Abnormal events and uncertainties in
the crude oil tank farm area are considered and analyzed in this framework with an
objective to improve the robustness of the final crude oil operations plan. In the same year,
Barnes et al. (2016) presented a new simulation framework for wireless sensor networks
based on QEMU and SystemC that aims at validating the binary code of wireless protocols
by checking that the protocol’s implementation complies with its property specifications
during the simulation process. Based on our experimental study, we tried to show the
correct functionality of our hardware platform model by comparing with real frame
exchange traces and the verification of one of the protocol’s properties during the simulation
process.

VV&A verification framework not only improves the reliability of general simulation but
also plays a significant role in large-scale simulations. The multi-agent simulations are from
one of the main forms of large-scale simulations. There are many works about verification
and validation of multi-agent simulations (Terano, 2006; Klügl, 2008; Niazi et al., 2009;
Pengfei et al., 2011). However, these studies do not directly deal with the model testing
process and never ever proposed a model testing framework to conduct validation and
verification using the model testing process. In response to these problems, some scholars
also proposed some validation frameworks for multi-agent simulation systems.
Zoumpoulaki et al. (2010) proposed a framework for designing evacuation simulations that
are based on a multi-agent BDI architecture enhanced with the OCEANmodel of personality
and the OCC model of the emotions. Furthermore, this paper (Gurcan et al., 2011) presents
our testing framework in detail and demonstrates its effectiveness by showing its
applicability on a realistic agent-based simulation case study. Moreover, they propose a
generic framework for the automated execution of these requirements defined at each level.
Furthermore, this body of work presents the design of a novel generic framework for the
automatedmodel testing of agent-based simulation models.

Table II summarizes few of the validation framework schemes. As per Table II
discussions, although these frameworks meet the verification requirements of their
simulation systems in combination with different methods, none of them is universal.
Therefore, in the face of large-scale simulation, scholars need to develop a suitable
simulation framework based on actual application scenarios.

Therefore, establishing a universal verification framework in the life cycle of VV&A will
be helpful to apply VV&A methods and techniques to the simulation models. It can
obviously improve the credibility of simulations, especially large-scale simulations like
multi-intelligent simulations. The following section provides details on VV&Amethods and
technology. The next section will introduce the main technologies and methods in the
VV&A process.

5. The research on VV&A technology and method of large-scale simulations
In every step of VV&A activities, proper VV&Amethods and techniques should be selected
and used as the specific operation methods. Therefore, it is extremely important and
necessary to expand the research on VV&A methods and techniques of large-scale
simulations.
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5.1 Methodology
Since the late 1960s, foreign countries began to entertain VV&A during the simulation
process. Fishman and Kiviat (1967) used the spectral analysis method to evaluate the
equivalence between the simulation model and the actual system. In fact, it was the first
time when the concept of verification and validation of the simulation model was proposed.
Moreover, Sargent (2001) summarizes the verification methods of related simulation models,
including Turing test, sensitivity analysis, extreme condition test, statistical test and
subjective validity test. Combined with the research of related scholars, this research
reviews VV&A methods considering two main aspects, i.e. credibility evaluation method
andmodel validation method.

5.1.1 Credibility evaluation method. Credibility calculation is considered the most
important task of VV&A. It can further be divided into two main steps, which are credibility
testingmethod and credibility calculation method (Yu and Xiao, 2018).

5.1.1.1 The first research focuses on the credibility testing method. Based on the whole
life cycle trusted process guarantee model, Lv (2016) proposed theWeb application software
credibility verification model. He proposed a software credibility testing method under the
support of the verification model. Furthermore, considering the content structure of the

Table II.
Summary of VV&A
framework

Scheme Framework Objective Application

Zheng and
Liu (2007)

The comprehensive fuzzy
credibility evaluation
framework

Used fuzzy analytic hierarchy
process (FAHP) and fuzzy
comprehensive evaluation method
to support the credibility of crowd
simulation in the loops

Crowd simulation
in loops

Mehrabadi
et al. (2014)

The verification, validation
and uncertainty quantification
(VV&UQ) framework

Used uncertainty quantification
method to assess the confidence in
modeling and simulation
quantitatively

Power electronic
systems

Drchal et al.
(2016)

The six-step validation
framework for activity-based
models (VALFRAM) (Wigan,
1972)

Exploited historical real-world
data (three real-world activity-
based transport models) to assess
the validity of the activity-based
models

Daily activity
schedules

Wang et al.
(2016)

The framework of the crude
oil operations based on a
continuous-time
representation

Used multi-agent based simulator
to support dynamic optimization
of crude oil operations

Crude oil
operations

Barnes et al.
(2016)

The framework for wireless
sensor networks based on
QEMU and System C

Validated binary code of wireless
protocols by checking whether the
protocol’s implementation
complies with its property
specifications during the
simulation process

Wireless sensor
networks

Zoumpoulaki
et al. (2010)

The framework for designing
evacuation of the simulations

Used BDI (Belief-Desire-Intention)
model to enhance the OCEAN
model of personality and the
OCC model of the emotions

Human behaviors
in stressful
situations

Gurcan et al.
(2011)

The generic testing framework
for agent-based simulation
models to conduct validation
and verification of the models

Showed testing framework
applicability on a realistic agent-
based simulation case study

Agent-based
modeling and
simulation
(ABMS)
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trusted behavior statement and the structural features and trusted features of REST
application software, Liu (2017) proposed a RESTful Web application credibility testing
method based on the behavioral declaration. Moreover, Yu and Xiao (2018) also proposed a
newmethod of generating credibility test cases based on the immune algorithm.

5.1.1.2 The next research method is the credibility calculation method. Wright (1972)
proposed a graph comparison method for credibility analysis. Balci and Sargent (1984)
believe that the confidence interval method can be used to perform the relevant verification
work of the simulations. Kheir et al. (1986) proposed using Theil’s inequality to analyze the
relevant data of the missile’s simulation system and the actual system in flight experiments.
Montgomery and Conard (1980) studied the spectrum analysis method and applied it to the
verification of missile simulations. Han (2013) proposed a hybrid metric design method for
application software credibility using static hash metrics and dynamic behavior values as
evaluation criteria. Xiong et al. (2016) proposed a multi-attribute decision-making modeling
method to design a strategy to build a credible indicator tree. This method is based on on-
demand driving and using dynamic methods. Zhao et al. (2014) used the factor analysis
method to construct a credibility evaluation index system for Web software. The structural
entropy method is applied to the weight calculation of the credibility index. Qi et al. (2018)
proposed a credible evaluation method based on FAHP. It combines the analytic hierarchy
process (AHP) with the fuzzy comprehensive evaluation method. The intention is to
overcome the problem that the subjective judgment of human beings as a person in the
traditional AHP will have a great impact on the results. The literature (Yang et al., 2003)
uses FAHP to calculate the weights of the factors affecting the credibility of the simulation,
but the final credibility evaluation results only consider a set of expert scores.

5.1.2 Model validation method. Another important method of credibility research is the
model credibility calculation method. It could help in verifying the credibility of a
simulation. Several researchers have investigated and examined various validation
approaches for different types of simulationmodels.

Birta and Ozmizrak (1996) proposed a method of a validation knowledge base, captured
as a set of relationships between input and output variables of a simulation model. Kleijnen
(1999) presented different statistical techniques to be used for simulation model validation
based on the available data. Balci recommended that a validation method is the comparison
of graphical outputs from simulations with experimental data and testing the degree of
statistical agreement between the two (Balci and Sargent, 1982a, 1982b, 1984). Cooley and
Solano (2011) describe the use of validation methods in model building. They discussed the
stages of simulating an agent-based simulation model and presented six specific validation
approaches. Ahn (2007) proposed a novel method for the validation of agent-based
evacuation and crowd simulation. They used concepts from the field of human computation.
Liu (2001) proposed the principle and fuzzy quantitative evaluation method for establishing
the fuzzy comprehensive evaluation system for the credibility evaluation of large-scale
simulations. However, the FAHP is not sufficient to determine the weight of each index,
which reflects the ambiguity of expert judgment. Peng et al. (2017) believe that a similar
degree method can be suitable for evaluating the credibility of a simulation system and an
actual system. Tian et al. (2012) proposed that after applying the gray clustering method to
the Integrative Avionics System, one can use this method after combining with the AHP for
large-scale simulations.

A summary of a few VV&A method schemes is presented in Table III. In conclusion,
there are several methods such as AHP, spectrum analysis and others that can also be
applied to the simulation verification process. However, each method has its own
advantages, disadvantages and scope of applications. It is necessary to select the

Survey on
VV&A of
large-scale
simulations

73



appropriate method according to the requirements of different application scenarios and its
characteristics. For large-scale simulations, which have the characteristics of complex
computation, interactive and autonomous, one can use the gray theory (such as gray
prediction method, gray decision method) and the fuzzy mathematics theory to effectively
deal with complex logic problems. Furthermore, the AHP can deal with multi-objective
decision-making in a simulation. By summarizing the different methods proposed and
discussed by various researchers, almost every researcher believes that a single method or
theory is difficult to verify the various problems associated with a simulation system
without applying for medicine according to indications.

5.2 Technology
Based on these methods, a substantial amount of research has been performed to define a
technique for verifying and validating simulation models.

Table III.
Summary of VV&A
based on methods

Method Scheme Application Evaluation

Similar degree method Peng (2017) Suitable for evaluating the
credibility of simulation
systems and the actual
system

Only applied to the
credibility evaluation of
simple systems

Gray clustering method Tian (2012) Integrative Avionics
System; large-scale
simulations

Easy idea; need
combining with the
analytic hierarchy process
(AHP)

AHP Shangguan
et al. (2014)

Cooperative vehicle
infrastructure simulation
system; large-scale
simulations

Simple and practical;
many indicators easily
lead to the difficult
confirmation of a
judgment matrix

Spectral analysis Fishman (1967) Time-series data generated
by the simulated stochastic
models

To evaluate the
equivalence between the
simulation model and the
actual system

The software credibility
test method based on
behavior declaration

Lv (2016) The verification model of
the Web software

Application scenarios are
too simplistic

The hybrid metric design
method for the application
software credibility

Han et al. (2013) Information system Lacks in practical
significance

The credible evaluation
method based on FAHP

Qi et al. (2018) Information system The method constraints
are complex

The knowledge-based
approach for the
validation of simulation
models

Birta and
Ozmizrak
(1996)

Behavioral model Enabled the application of
a variety of solution-
oriented techniques

The method is based on
similarity theory and
evaluates confidence level
with fuzzy mathematics

Liu (2001) A large complex
simulation system

Lacking consideration of
the impact in-between
complex subsystems

The behavior validation
method based on a
dynamic model

Yaman Barlas
(1989)

Dynamic behavioral model Limited toward single
application type
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Balci (1994) surveyed current software validation techniques and current simulation
model VV&T techniques and describes how they can all be applied throughout the life cycle
of a simulation study. The technology can be divided into informal, static, dynamic and
formal. Moreover, a distinct difference between each classification exists (Figure 7):

� Informal techniques are among the most commonly used techniques. They are
called informal because the tools and approaches used rely heavily on human
reasoning and subjectivity without stringent mathematical formalism.

� Static techniques are concerned with accuracy assessment on the basis of
characteristics of the static model design and source code. Static techniques do not
require machine execution of the model, but mental execution may be used (Whitner
and Balci, 1989).

� Dynamic techniques require model execution and are intended for evaluating the
model based on its execution behavior. Most of the dynamic V&V techniques
require model instrumentation.

Figure 7.
A taxonomy of
techniques for
conventional

simulationmodels

V&V Techniques for Simulation Models

Informal

Audit
Desk Checking
Documentation Checking
Face Validation
Inspections
Reviews
Turing Test
Walkthroughs

Cause-Effect Graphing
Control Analysis
Calling Structure Analysis
Concurrent Process Analysis
Control Flow Analysis
State Transition Analysis
Data Analysis
Data Dependency Analysis
Data Flow Analysis
Fault/Failure Analysis
Interface Analysis

Model Interface Analysis
User Interface Analysis

Semantic Analysis
Structural Analysis
Symbolic Evaluation
Syntax Analysis
Traceability Assessment

Dynamic

Acceptance Testing
Alpha Testing
Assertion Checking
Beta Testing
Bottom-Up Testing
Comparison Testing
Compliance Testing
Authorization Testing
Performance Testing
Security Testing
Standards Testing

Debugging
Execution Testing
Execution Monitoring
Execution Profiling
Execution Tracing

Fault/Failure Insertion Testing
Field Testing
Functional (Black-Box)Testing
Graphical Comparisons
Interface Testing
Data Interface Testing
Model Interface Testing
User Interface Testing
Object-Flow Testing
Partition Testing
Predictive Validation
Product Testing
Regression Testing
Sensitivity Analysis
Special Input Testing
Boundary Value Testing
Equivalence Partitioning Testing
Extreme Input Testing
Invalid Input Testing
Real-Time Input Testing
Self-Driven Input Testing
Stress Testing
Trace-Driven Input Testing
Statistical Techniques
Structural (White-Box)Testing
Branch Testing
Condition Testing
Data Flow Testing
Loop Testing
Path Testing
Statement Testing
Submodel/Module Testing
Symbolic Debugging
Top-Down Testing
VisuaIizatiod/Animation

Formal

Induction
Inductive Assertions
Inference
Lambda Calculus
Logical Deduction
Predicate Calculus
Predicate Transformation
Proof of Correctness

Static
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� Formal techniques are based on mathematical proof of correctness. If attainable,
proof of correctness is the most effective means of model V&V. Current state-of-the-
art proof of correctness techniques is simply not capable of being applied to even
reasonably large-scale simulations.

A taxonomy of more than 77 V&V techniques for conventional simulation models is presented
in Figure 7. Detailed descriptions of these techniques can be found in previous works (Balci,
1998; DoD, 1996). Balci (1994) summarized VV&T techniques that are applicable to each of the
ten credibility assessment stages described in Table IV. The more of these techniques we
apply, themore confidence wemay gain in the credibility of a life cycle phase.

Balci (1995) refers to the validation techniques listed in the US DoD VV&A
recommendations and combines them with the relevant literature (Balci, 1994; DoD, 1996;
Yilmaz and Balci, 1997). As per them, VV&T techniques are classified into six distinct
credibility assessment perspectives: informal, static, dynamic, symbolic, constraint and
formal. The object-oriented paradigm provides numerous advantages such as
maintainability and reusability over the procedural paradigm (Sargent, 1997; Yilmaz and
Balci, 1997). These techniques come from the software engineering discipline and are
applicable to object-oriented simulation model V&V. They further divided the V&V
techniques for object-oriented simulation models into conventional, adaptive and specific.

Based on special scenarios, especially in complex agent environments, some scholars
have proposed relevant verification techniques. Railsback and Grimm (2011) have studied
about testing agent-based simulation models. In this study, they define 10 important
techniques to find and fix software errors: i.e. syntax checking, visual testing, print
statements and spot tests with “agent monitors”, stress tests, test procedures, test programs,
code analysis and statistical analysis of file output and independent reimplementation of
submodels. However, they found the approaches they have proposed are far from the
automation of the model testing process; the primary reason is that they do not have an
architectural perspective about how these solutions could be integratively constructed and
conducted. Moreover, some of their solutions are not generic and completely depend on the
NetLogo simulation framework (Sklar, 2007). Louloudi and Klügl (2012) proposed a new
technique to validate agent-based simulation models. A novel face validation technique is
presented that enables systematic plausibility checks by a human expert immersed into a
fine-grained virtual reality environment that is the exact representation of the simulated
multi-agent model. Tabak et al. (2010) proposed to use radio frequency identification
technology applied for validation of an office simulation model. This technique was proved
to be effective by verifying that there were no significant differences between the predicted
and observed activity behavior. To better utilize the potential of the system of simulation
models and simulators, industrially applicable methods for VV&UQ are crucial. Eek et al.
(2015) presented an exploratory case study of VV&UQ techniques applied on models
integrated into aircraft system simulators at Saab Aeronautics and in driving simulators at
the Swedish National Road and Transport Research Institute (VTI). Results show that a
large number of V&V techniques are applied, some of which are promising for further
development and used in simulator credibility assessment.

We can draw the following conclusions through observing Figure 7 and the Table IV:
Informal techniques subjectively do not have stringent mathematical formalism. Most of
them are used in formulated problem stages and system and objectives definition stages.
Static techniques are mainly concerned with accuracy assessment on the basis of
characteristics of the static model design; its main application is model design stage.
Dynamic techniques(like sensitivity analysis and statistical techniques) are intended to
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Table IV.
The VV&T

techniques for the
credibility

assessment stages

FP
VV&T

FA
of Sim

S&OD
VV&T

Model
Qual.

CM
VV&T

PM
VV&T

ED
VV&T

Data
VV&T

EM
VV&T

Pres.
VV&T

Assertion checking � � � �
Audit � � � � � � � � � �
Black-box testing � � �
Bottom-up testing � �
Boundary analysis � �
Cause–effect graphing � � � �
Consistency checking � � � � � � � � �
Data flow analysis � � � � �
Debugging � � �
Desk checking � � � � � � � � �
Execution monitoring � � �
Execution profiling � � �
Execution tracing � � �
Face validation � � � � � � � � � �
Field testing �
Graph-based analysis � � � �
Graphical comparisons � � �
Induction � �
Inductive assertion � �
Inference � �
Inspections � � � � � � � � � �
Lambda calculus � �
Logical deduction � �
Partition analysis � �
Path analysis � � �
Predicate calculus � �
Predicate transformation � �
Predictive validation �
Proof of correctness � �
Regression testing � �
Reviews � � � � � � � � � �
Semantic analysis � � �
Sensitivity analysis � � �
Statistical techniques � �
Stress testing � �
Structural analysis � � � � � � �
Submodel testing � �
Symbolic debugging � � �
Symbolic execution � � �
Syntax analysis � � �
Top-down testing � �
Turing test �
Visualization � �
Walkthroughs � � � � � � � � � �
White-box testing � �

Notes: FP VV &T = Formulated Problem VV&T; FA of Sim = Feasibility Assessment of Simulation;
S&OD VV&T = System and Objectives Definition; VV&T Model Qual = Model Qualification; CM VV&T =
Communicative Model VV&T; PM VV&T = Programmed Model VV&T; ED VV&T = Experiment Design
VV&T; EM VV&T = Experimental Model VV&T; Pres. VV&T = Presentation VV&T
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evaluate the model based on its execution behavior; Formal techniques are based on
mathematical proof of correctness and mainly targeted at programmed model VV&T.
Actually, the dynamic technology is absolutely more suitable for facing the more complex
behavioral activities in large-scale simulations.

Strengthening the research on VV&A technique and methods of large-scale simulations
can not only establish the foundation for the development of VV&A software tools but will
also further improve and strengthen VV&A theory. Furthermore, at the same time, it can
solve the problem of single-operation methods in VV&A work and can also provide the
technical support for performing VV&A work during the life cycle effectively and
comprehensively. The preceding section discusses the basic tool used in VV&A process.

6. The development of VV&A validation tools of large-scale simulations
VV&A is of great significance in the simulations. In the actual VV&A activities, it is
difficult to implement the complete VV&A principles due to the systematic engineering,
which requires a sound program design, effective organization, efficient management, a
large number of testing and data processing work (Mazhen et al., 2016). Furthermore,
comparing with simple simulations, most of the difficulties that can be found during the
assessment of the credibility of large-scale simulations are mainly manifested in the
following aspects (Chens et al., 2001):

� Large-scale simulations have a huge scale, including many subsystems, and the
evaluation workload is quite large. It is difficult to complete the task by manual
work alone (Qin, 2009).

� The large-scale simulations have many evaluation indexes, complex index tree
structure and a huge amount of expert evaluation data and need a lot of calculation
in the evaluation process. Without special auxiliary tools, it is difficult to ensure the
correctness of evaluation calculation (Birta and Ozmizrak, 1996; Zupan et al., 2006).

� There are many evaluation methods for large-scale simulations, and it is difficult to
ensure the accuracy of the evaluation results by a single evaluation method. How to
select and use statistical methods correctly has become a major problem for the
validators of large-scale simulations (Deslandres and Pierreval, 1991; Balci et al., 2000).

These problems can be solved by using VV&A tools to some extent. Therefore, it is of great
significance to study the simulation model VV&A tools, which can be shown as follows:

� To improve VV&A automation level of the simulation, the VV&A of the simulation
is an extremely complicated task, which involves many links, and these links have a
division of labor that works together. However, VV&A tools can not only improve
the economy and rapidity of VV&A work and reduce the work intensity of VV&A
personnel but also greatly improve the automation degree of VV&A.

� To improve VV&A collaboration of the simulation, the VV&A tool of simulation
can support VV&A personnel to cooperate closely with project managers, design
developers and model users, to share various resources in the process of modeling,
exchanging various information frequently and greatly improve the collaboration
degree of imitation VV&A.

� To improve the integration of the VV&A, the use of the VV&A tool integration
framework to integrate all kinds of VV&A tools that have been and will be
developed can not only save resources and facilitate data sharing but also
significantly improve the integration degree of VV&A.
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Therefore, the simulation requires a large number of model VV&A tools to assist in the
VV&A process. These tools support the VV&A work throughout the life cycle of the model
development with different functions at different stages of the VV&A development model.
Ma Zhen divided VV&A’s tools into two major types: tools for VV&A activity and function
and artificial intelligence. The VV&A activity tools are shown in Figure 8.

Moreover, the simulation model VV&A tool first appeared in the early 1990s, mainly
based on the development of VV&A tools in some West developed countries. By the end of
the twentieth century, dozens of assistant tools have been developed abroad for one or more
stages of the VV&A process (Balci, 1998; Dean, 2004; Zeigler and Sarjoughian, 2002). Some
VV&A tools developed abroad and their functions are summarized, as shown in Table V.

Besides, many scholars have also designed VV&A tools for different scenarios. To
reduce the workload and save the resource of evaluation, Qin (2010) designs and develops a
simulation credibility evaluation assistant tool based on hierarchical evaluation. HIT-CET
(Harbin Inst. of Tech. Credibility Evaluation Tool) can effectively assist to finish the
evaluation work, improve the work efficiency and reduce the cost of the evaluation. Reid
et al. (2012) created the STAT (Simulation Team Assessment Tool) to evaluate key
components of all pediatric resuscitations, not only to evaluate specific scenarios. They
created a valid, reliable tool for the evaluation of a team’s comprehensive performance
during a simulated pediatric resuscitation, which includes medical decision-making,

Table V.
The part of a foreign
VV&A tool for the
simulation model

No. Tool R and D company Function

1 Accreditation, Assessment,
Assistant

Joint, accreditation support activity Verification, validation
and accreditation

2 V&VManagers Toolkit TRADOC
3 VVACET Tecmasters
4 Analyst-Pro Goda Software, Inc.
5 Caliber-RBT Technology Builders, Inc. Verification
6 Code Wizard Para Soft
7 DAVIE DMSO Data Engineering Validation
8 JASA Joint Accreditation Support

Activity
Accreditation

9 Authoritative Data Source Library
PC Version

DMSO

10 DAKOTA Sandia National Laboratory Verification, validation
11 Temporal Verification Framework Arizona Center for Integrative

M&S
12 HLA Lab Works Suite of Tools Aegis Technologies Group, Inc. Verification,

accreditation
13 Vertical Sky Solution 3.1 Vertical Sky

Figure 8.
The classification of

VV&A tools for a
simulation model

Activity Function Artificial Intelligence

Veification 

Validation 

Accreditation  

Testing

Management

Document 
Generation

Expert System

Knowledge-based

Neural Network 

Tool
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technical skill and human factors. Several tools are also developed proposing different ways
of validating multi-agent simulations. Klugl (2008) proposes a process for validating agent-
based simulation models which combines face validation, sensitivity analysis, calibration
and statistical validation. Niazi et al. (2009) propose a validation and verification tool for
agent-based simulation models for a wide variety of models. In this tool, a multi-agent
overlay is created on top of the actual simulation model. The agents populating this overlay
have a main task to monitor the simulation’s run based on predefined constraints which
when violated are logged. Montanola-Sales et al. (2011) present the verification and
validation of an agent-based demographic simulation model implemented using a parallel
demographic simulation tool (Yades) using white-box validation methods described by Pidd
(2004). In this sense, Montanola-Sales et al. divide their model into smaller components and
test the correctness of each component.

VV&A work of large-scale simulations is a complicated process. It is more difficult and
inefficient to carry out VV&A work completely relying on the human. Therefore, it is
necessary to develop VV&A tools of large-scale simulations to make the management more
systematic, professional and automatic with an intention of improving the efficiency of
VV&A work. This section summarizes the current VV&A tools and explains the
importance and necessity of VV&A tools in the simulations. The following section will
introduce the main content of this article and the plan for the next step.

7. Summary
VV&A is the most important method to assess the credibility of the simulation system. This
paper presents a review of 114 papers on VV&A research of simulation and elaborates the
application of VV&A in the simulation system by reviewing VV&A concept, VV&A
standard, VV&A framework, VV&A technology, methods, VV&A tool, etc. The primary
motivation is to present an in-depth theoretical review and analysis for the application of
VV&A in large-scale simulations. We focused on the related research of VV&A in large-
scale simulation; the standards of VV&A have defined the processes and procedures. The
framework which facilitates the full application of techniques and methods to simulation.
Moreover, we also examined the tools that can improve automation level and operation
efficiency of VV&A in simulations.

Crowd network is the main mode of the modern service industry and future economy
society (Chai et al., 2017; Sun and Zhang, 2017), which has the characteristics of large-scaled,
open-style, self-organized and ecological intelligent network (Nan et al., 2017). Compared
with traditional large-scale simulations, crowd science simulations have several obvious
challenges as follows:

� Dynamic is the first challenge. Member attributes and states of crowd science
simulations may vary at any time in an uncertain mode. Members are more loosely
coupled, but member behaviors and intention variations may lead to a change of
group states and intentions in extending scopes.

� Diversification is performed as a key feature; for example, time advance strategy
may base on changes of slow variables, events and clock or hybrid mode. Moreover,
as members are multiform and multi-disciplinary, transactions are uncertain and
various, disturbances have several sources and subscriptions exist in a different
layer and aspects, disturbances injection strategy and matching strategy are all
needed to take diversification into consideration.

� The scale of crowd science simulation may need to achieve millions or even more
trillions to uncover or verify principals and regularities of crowd science.
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In a nutshell, crowd science simulation is a new development of large-scale simulations. To
better improve the credibility of the crowded network and solve the challenges it creates, it
is very essential, urgent and imperative to make standards and frameworks on VV&A
working of crowd science simulations. Moreover, this research can help researchers to
provide support of a recommendation for formulating VV&A in large-scale simulations.
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