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Abstract

Purpose — This paper aims to provide a maturity model for information security awareness (MMISA), based
on the literature, expert interviews and feedback. In addition to developing the MMISA, the authors investigate
the role of the three decisive factors that affect ISA maturity level: risk management mechanism, organizational
structure and ISA.

Design/methodology/approach — The research methodology is a combined one; qualitative and
quantitative methods were applied, including surveying the literature, interviews and developing a survey
to collect quantitative data about decisive factors that affect ISA maturity level. The authors perform a
variance-based partial least squares-structural equation modeling (PLS-SEM) investigation of the relationships
between these factors.

Findings — The investigation of decisive factors of ISA maturity levels revealed that if the authors identify a
strong risk assessment mechanism (through a documented methodology and reliable results), the authors can
expect a high level of ISA. If there is a well-defined organizational structure with clear responsibilities, this
supports the linking of a risk management mechanism with the level of ISA. The connection between
organizational structure and ISA maturity level is supported by ISA activities: an increased level of awareness
actions strengthens an organizational structure via the best practices learned by the staff.
Originality/value — The main contribution of the proposed MMISA model is that the model offers controls
and audit evidence for maturity levels. Beyond that, the authors distinguish in the MMISA model controls
supporting knowledge and controls supporting attitude, emphasizing that this is not enough to know what to
do, but the proper attitude is required too. The authors didn’t find any other ISA maturity model which has a
similar feature. The contribution of the authors’ work is that the authors provide a method for solving this
complex measurement problem via the MMISA, which also offers direct guidance for the daily practices of
organizations.

Keywords Information management, Security, Risk, Structural equation modeling, Audit,
Capability maturity model (CMM)
Paper type Research paper

1. Introduction
Increasing information security awareness (ISA) and knowledge of its maturity measurement
are key components of creating an information security culture (AlGhamdi et al., 2020,
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AlMindeel and Martins, 2020; Bulgurcu ef al., 2010; Siponen, 2000; Tam et al., 2022). A proper [SA maturity in

security culture is the main means of protecting an organization’s information and assets
(Da Veiga and Martins, 2015). Reliably measuring an enterprise’s level of information security
awareness (ISA) is critical, as information assets and their protection are becoming
increasingly important. This is at once a competitiveness issue, on one hand, and, on the other
hand, a compliance criterion that is mandated by numerous international standards and
regulations for profit-seeking and non-profit organizations (see, e.g. HIPAA, 1996; GLBA,
1999; PCI DSS, 2016; ISO 27001, 2013 and other standards). Most information security and
other incidents are due to human error, negligence or intent, which we can best prevent
through suitable ISA. For this reason, it is a key interest for the managers of enterprises to
increase this awareness at the individual and organizational levels. However, there is no
common understanding of ISA, its maturity or its decisive factors. Information security
maturity is discussed in previous literature by several researchers (Greene et al., 2022; Lopez-
Leyva et al., 2020; Nasir et al., 2019; Schmitz et al., 2021), but ISA maturity requires further
study (Fertig ef al.,, 2020). We found only one article and one conference paper in Scopus with
the “information security awareness maturity” keyword search.

This paper aims first to analyze the decisive factors of ISA maturity levels with a variance-
based structural equation model. The second goal is to provide an ISA maturity framework —
the maturity model for information security awareness (MMISA). The main contribution of
the MMISA model is that it offers controls and audit evidence for maturity levels. Beyond
that, we distinguish in the MMISA model controls supporting knowledge and controls
supporting attitude, emphasizing that it is not enough to know what to do, but the proper
attitude is required too. The MMISA model details five maturity levels, with the relevant
controls and audit evidence providing valuable practical and theoretical support for
Information Technology (IT) auditors and Information Systems (IS) managers to assess the
ISA maturity of their company. We didn’t find any other ISA maturity model which has a
similar feature. The contribution of our work is that we provide a method for solving this
complex measurement problem, and our MMISA offers direct support for the daily security
and IT audit practices of organizations. The MMISA model is based on the literature review
and the experiences of expert teams (IT auditors and IS managers). We involved the members
of the Hungarian Information Security Community in MMISA model validation and testing
(members of the Budapest Chapter of ISACA (Information Systems Audit and Control
Association) and other IS associations, bodies or authorities). A total of 122 respondents
evaluated the MMISA model; their feedback was positive regarding the application of the
model in ISA maturity assessment.

This article first presents a theoretical background, including the hypotheses formulation
regarding the decisive factors of ISA maturity levels and the corresponding relationship
model. Section three details the research method and steps. Section four discusses the results
of the quantitative analysis and hypotheses testing with PLS-SEM related to the relationship
model. The following section provides an overview of the proposed maturity model, MMISA.
The final section is the conclusion.

2. Theoretical background

2.1 Information security awareness

ISA is a topic of interest in the literature; several previous studies (Greene ef al., 2022;
AlMindeel and Martins, 2020; van der Schyff and Flowerday, 2021; Stefaniuk, 2020; Lebek
et al., 2014; Parsons ef al., 2014; Bulgurcu ef al., 2010; Sasvari et al., 2015; Maqousi et al., 2013;
Siponen, 2000) investigate ISA and its related challenges. “Information security awareness”
keyword search results in 188 articles in Scopus on the 29th of July 2022. Most of the papers
(153) were published in the previous ten years, and there is a rapidly growing research
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interest in ISA. There is no commonly accepted definition for ISA. Safa et al. (2015) approach
ISA as the perception and the information security-related knowledge that the employees
may hold, knowing what kind of behaviors and attitudes are dangerous. Tam et al. (2022)
investigate the impact of poor or non-existing security awareness and/or the lack of job
satisfaction and have used a combined model of the congruence model, the theory of planned
behavior model and the security behavior concept. They prove that ISA is decisive and
influential and companies should invest in promoting security behaviors. Maqousi et al.
(2013) discusses ISA from a process-oriented view as an ongoing process of learning that
results in behavioral change. Lebek et al. (2014) draws attention to the fact that effective
security awareness programs (SAPs) depend on several behavioral influencing factors.
Nemeslaki and Sasvari (2015) differentiate between and discuss the three dimensions of ISA:
the organizational, infrastructural and individual dimensions. Siponen (2000) begins his
study by reconfiguring the doctrines of awareness into a framework via their parts. Jaeger
(2018) details the antecedents and outcomes of ISA.

Individual antecedents, which originate from employees’ organizational antecedents, are
the policies, procedures and information security communications that can influence
individual behaviors. Social-environmental antecedents originate from individuals’
interactions with their social environments. Technological antecedents are the factors
represented by the technologies used by individuals. The outcomes are beliefs, which are
formed by perceived responses, sanctions and their severity, personal norms and attitudes,
behavioral intentions and actual behaviors. Based on these inputs and outputs, Jaeger (2018)
provides an integrated framework for studying ISA, emphasizing the roles of organizational
factors and knowledge (training). The greatest threat to IS security is the human user; the
investigation of IS security is emphasized in recent studies by both academic and industry
researchers (Tam et al., 2022; Jansson and von Solms, 2013). Several studies discuss ISA from
a user perspective (Zhao et al., 2010; Jansson and von Solms, 2013). Soomro et al. (2016) argue
that information security management (ISM) needs a more holistic approach based on their
literature review. They indicate that awareness has a significant impact on the quality of
management of information security. Diesch et al. (2020) suggest a comprehensive model of
management success factors (MSFs) for information security decision-makers, in which
awareness has a direct impact on information security. Based on our literature review and the
identified conceptual gaps, we define ISA by emphasizing the most important layers of it: ISA
1S the knowledge and attitude of interested parties of an ovganization regarding the protection of
mformation assets that ave owned or managed by the orgamization. Our definition of ISA
covers a wide range of interested parties who can influence ISA status in an organization (i.e.
we also expect a level of ISA among our clients in the finance sector because the following
best practice has a great impact on the security status of a financial institution: password
management and secure PIN usage by card holders). Knowledge is a key component of the
definition, defined as a crucial understanding of the rules, procedures and instructions related
to ISA; however, we emphasize that this type of knowledge does not provide a direct, active
defense for information assets. In this context, knowledge also involves those skills that
provide the ability to complete the actions required by an existing control in an organization.
Attitude has a decisive role in ISA as well; it entails an active and positive approach to
security-related controls and countermeasures. People must understand not only what to do
and why an action is correct, but also why they need to be actively involved in preventive and
corrective actions. They report suspicious activities they observe, they are involved in
backup and recovery activities and they follow the rules and actively advise each other when
there are unexpected challenges. The ownership of the information (owned or managed
information assets) is important but it is not the only factor determining ISA. The current era
of data processing typically creates a situation where the processor is responsible for
information security-related issues, but the data at risk are owned by someone else (e.g. cloud



technologies or any agencies responsible for data processing). These special cases have a J[SA maturity in

serious impact on the ISA programs and campaigns completed by relevant organizations. To
prevent personal conflicts generated by audit events, professional auditors must provide a
realistic picture of ISA at the organizational level rather than the individual level. This
person-neutral approach has some benefits for every party because individuals are not
accused or punished based on IS audit statements. An auditor does not violate any ethical
standard of auditing, and the company receives a holistic picture of its ISA status (as an
organization). Additionally, managers obtain a clear picture of missing or malfunctioning
controls and/or areas for improvement. There are several conflicting research opinions about
the decisive factors of the maturity level of ISA; in the next section, we discuss the role of risk
management and organizational structure in more detail.

2.2 Risk management and ovganizational structure

Risk management is defined as the coordinated activities to direct and control an enterprise
regarding risk (ISACA, 2020); we apply this definition. According to several studies,
guidelines and standards, a risk-based approach should be the principal mechanism
organizations use to manage information security (ISACA, 2017; Peltier, 2001; Fletcher ef al.,
1995). Risk management is a key component of the IT governance framework suggested by
ISACA (2017). The more risk management mechanisms are implemented in organizations,
the more likely it is that organizations will have a higher level of ISM (ISACA, 2017; Dzazali
and Zolait, 2012). Risk management is one of the core functions of ISM systems (Hong e al.,
2003). ISACA wuses its RiskIT approach to facilitate risk management activities in
organizations, while the latest version of Control Objectives for IT and Related
Technology (COBIT) emphasizes risk management, both as a process model and as a
holistic framework. Diesch et al. (2020) propose a comprehensive model of relevant MSFs for
organizational information security. Risk assessment is the main element in building an
information security culture (AlGhamdi et al, 2020) and is, therefore, a key factor in
protecting an organization’s information and assets (Da Veiga and Martins, 2015). Risk is
positioned as a basic input for security management by Diesch et al. (2020). Wangen (2017)
compare several risk assessment methods to a specific framework called the core unified risk
framework (CURF). They focus on risk assessment in their study and assume that risk
management influences information security. Dzazali and Zolait (2012) discuss how
organizational structure is a supportive environment for information security. In an ideal
situation, organizational structure facilitates individual involvement and increased
management participation and, therefore, directly impacts information security. Diesch
et al. (2020) point out that organizational factors influence information security. They define
organizational factors as the properties of an organization that influence its security. We
apply this definition. Several authors describe the impact of organizational factors, such as
organization identification, organization size, industry type or the internal structure and
external framework of an organization, on information security (Tam et al., 2022; ISACA,
2019; Hong et al., 2003; Dzazali and Zolait, 2012; Diesch et al., 2020). Based on the literature
review in this section and our experiences related to risk assessments of information security,
we establish the following three hypotheses on risk management:

HI. Risk management has a positive impact on organizational structure.
H2. Risk management has a positive impact on ISA.
H3. Risk management has a positive impact on the maturity level of ISA.

Examining the influencing role organizational structure plays in ISA and in the ISA maturity
of an organization, we establish two hypotheses on organizational structure:
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H4. Organizational structure has a positive impact on ISA.

Hb5. Organizational structure has a positive impact on the maturity level of ISA.

2.8 Measuring ISA: an overview of maturity models

Regarding our focus on measuring the level of ISA, there is an established basis and
conceptual background for completing this task: several maturity models provide maturity
grades, defining improvement paths for organizations. The ISA capability model ISACM) is
strongly control-based, and previous research examines ISO/IEC 27002 from the view of ISA
(Poepjes and Lane, 2012). Three identified dimensions of awareness are affected by the
controls in the referred standard. Awareness importance refers to how important or
influential awareness is in the successful and correct functioning of a process or control.
Awareness capability refers to how capable a person is when confronted by a decision and
awareness risk; a gap that results when the required amount of awareness (awareness
importance) is greater than the awareness that is actually displayed (awareness capability).
In the model, these three dimensions are linked to the controls required by the ISO/IEC
standard. As a part of the model, the stakeholder groups are also identified and linked to
controls. The user awareness maturity model (UAMM) assesses IT users through five grades
(Kruse and Pankey, 2010), from a blissfully unaware (grade 1) status to a competent and
practiced (grade 5) one. The UAMM uses two dimensions for placing individuals into the
appropriate grade of maturity (Kruse and Pankey, 2010). It assesses user behavior according
to a user’s level of discretion (first dimension) and allows for more flexibility for user
behaviors as user maturity increases. The second dimension involves actors according to
their knowledge and motivations. The UAMM defines maturity levels as related to people,
and its approach strengthens our commitment to using additional dimensions while
modeling ISA maturity. Previous studies discuss only IT staff (“IT user”) when they refer to
an organization’s personnel. We suggest that ISA is not only related to those individuals who
work directly with IT assets or equipment. We utilize the UAMM'’s two-dimensional
approach in creating our MMISA (detailed in the following section). The SANS Institute
Awareness Maturity Model provides a “five-grade” approach similar to the UAMM (Spitzner,
2012). The five grades (from levels 1 to 5) focus on the existence and quality of SAPs in an
organization. At level 1, there is no SAP and no attempt to train or educate the staff of an
organization. As a result, people do not know or understand the organization’s policies and
procedures, do not realize that they can be a target and are rather vulnerable to most human-
based attacks. “Level 2” is compliance focused: the SAP is designed to meet specific
compliance or audit requirements. Training is limited to annual or ad hoc events. As a result,
employees are unsure of organizational policies, and they do not truly understand the role
they play in protecting their organization’s information assets or how to prevent, identify or
report a security incident. “Level 3” focuses on promoting awareness to shift organizational
culture and reduce risk in organizations. At this level, the existing and operating awareness
program identifies the training topics that have the greatest impact on supporting the
organization’s mission and focuses on those key topics. In addition, the program moves
beyond simple annual training to include continual reinforcement. “Level 4” refers to long-
term sustainment, which builds on an existing program promoting awareness and change.
Processes and resources are available for a long-term life cycle, including, at a minimum, an
annual review and update of both training content and communication methods. The top-
level (“Level 5”) connects metrics to a SAP to track progress and measure impact. As a result,
the program is continuously improving and able to demonstrate return on investment. This
formal metrics program integrates all the benefits of the model’s lower levels. The detailed
model is presented in the SANS Institute Security Awareness Report of 2019, with some slight
changes in grade names (SANS, 2019).



Our hypothesis on the relationship between ISA and maturity level is as follows:
H6. An increased ISA has a positive impact on the maturity level of ISA.

We also identify certain indirect (mediation) effects among the constructs we apply. These
mediation effects indirectly influence one another. Given these mediation effects, we establish
the following three hypotheses:

H7 Organizational structure mediates the relationship between risk management
and ISA.

HS8. Information security awareness mediates the relationship between organizational
structure and the maturity level of ISA.

H9. Organizational structure and ISA mediate the relationship between risk
management and the maturity level of ISA.

These mediation effects are discussed in detail in section 4.4. The model and the hypotheses
are presented in Figure 1.

3. Research method

Our research has seven phases, which we summarize in Figure 2. The research method is a
combined one; both qualitative and quantitative methods were applied. First, we performed a
literature review, targeting ISA maturity, the decisive factors of the maturity level of ISA and
the role of risk management and organizational structure. The main sources of the literature
review were Scopus and Web of Science. Next, using the result of the literature review, we
developed a relationship model for analyzing the relation between organizational structure,
risk management mechanism, ISA and ISA maturity and for hypotheses formulation. In step
3, we developed a survey to collect quantitative data. Data collection and processing in step 4
were performed with the support of the Hungarian Information Security Community, and we
contacted the members of the Budapest Chapter of ISACA and other IS associations, bodies
or authorities. Two of the authors are active and certified members (Certified Information
Systems Auditor (CISA), Certified Information Security Manager (CISM) and Certified in the
Governance of Enterprise IT (CGEIT)) of these communities. The Hungarian Information
Security Community (IS experts, auditors, IS managers, etc.) consists of approximately 2,200
people; an estimated 300 of them play active roles in different associations. These people
engage with ISA programs in their organizations, and they confront ISA challenges as
internal or external actors. This active portion of the community (about 600 people) was
asked to take part in our research. A total of 122 people answered the online questionnaire;
only 92 responses were fully assessable, although the questionnaire was open for several

Organisational Structure
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Source(s): Authors’ own work
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Figure 1.
The relationship model
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Figure 2.
Research steps

Stepl: Literature review
Collecting the relevant papers that will be used for research gap identification

'

Step2: Relationship model and hypotheses formulation
Investigate the relationship between the organizational structure, risk management mechanism, ISA and ISAM

Step3: Developing data collection method
Develop a survey to collect quantitative data

Step4: Data collection and processing
Distributing survey to participants and collecting data

!

Step5: Testing the relationship model
Testing the relationship model with structural equation modelling (PLS-SEM)

!

Step6: MMISA model development
MMISA model preparation

'

Step7: MMISA model validation and testing
Developing questionnaire for MMISA model validation and testing
Perform validation and testing

Source(s): Authors’ own work

months. The related relationship model was tested using partial least squares-structural
equation modeling (PLS-SEM) in step 5, which is suitable when a theory is under-developed
(Hair et al, 2017a, 2017b). Because of the limited number of valid responses (92), we applied
PLS-SEM, a variance-based, SEM that has a relatively low required sample size (Hair et al.,
2017a, 2017b). The use of PLS-SEM was justified by (1) the exploratory nature of this study,
(2) the small (92) sample size and (3) the scale’s development, assessed in this study, where
items are measured on a seven-point Likert-type scale (Hair ef al,, 2017a, 2017b).

The relationship model doesn’t provide customized and suitable support for IS
professionals, especially for the IT auditors, because it doesn’t deal with the controls and
audit evidence of the maturity levels. To overcome these challenges in step 6, we developed
MMISA, our model. The last step was MMISA validation and testing. To test the MMISA
model, we prepared interview questions. Responders, IT auditors, IS experts, consultants and
IS officers were from the Hungarian Information Security Community; we asked again for the
support of the Budapest Chapter of ISACA and other IS associations, bodies or authorities.
We organized three dedicated events in the monthly meetings of ISACA Hungarian Chapter,
where we presented the MMISA model and discussed it with the participants. We asked the
participants to fill in the online questionnaire about the MMISA model and its usability.
According to the MMISA model description (see Table 5), they needed to read and understand
the scale grades, they needed to assess their organization on this 5-grade scale and they also
were asked to give feedback about their difficulties on the assessment. Altogether we got 122
responses. Nobody presented extra controls, initiatives or evidence as a part of his or her
answer during the inquiry period.



4. Results

In this section, we summarize the findings of step five, testing the relationship model with
PLS-SEM. A structured questionnaire survey with multi-item scales for construct
measurement was employed as a research instrument. We provide a rationale for the
selection and definition of each construct in section 2. The four constructs (risk management
mechanism, organizational structure, ISA and ISA maturity level) this study uses are based
on a literature review of ISA and maturity models. The scales of the four constructs are
described in Appendix.

4.1 Measurement scales

Three internationally pre-tested (to measure risk management mechanism, organizational
structure and ISA) scales (a streamlined version of Dzazali and Zolait’s (2012) scales) and a
newly developed construct are used in this study (see Appendix). Each item is measured on a
seven-point Likert scale, ranked from 1 = strongly disagree to 7 = strongly agree. The
maturity level is measured on a five-point scale according to the MMISA. Mark 5 represents
the highest level of maturity (“robust metrics framework”) and mark 1 shows an initial state
of maturity (“non-existent”). Risk management is measured by a four-item scale developed by
Dzazali and Zolait (2012) to measure the risk management mechanism and procedure. The
scale reliability is good (Cronbach o = 0.92). To measure the orgamizational structure,
a simplified version (three items) of the Dzazali and Zolait (2012) model is used. The scale
reliability is good (Cronbach a = 0.85). The IS awareness scale derives from the awareness
and training scale developed by Dzazali and Zolait, but this model is focused only on the
awareness segment (three items) because awareness and training are distinct constructs. The
scale reliability is good (Cronbach o = 0.85). The ISA Maturity Level is a one-item construct
study (via MMISA, defined and developed earlier in this study), which focuses on the five
different levels of maturity.

4.2 Data analysis
PLS-SEM was applied using ADANCO software (Dijkstra and Henseler, 2015). The small
sample size and the exploratory nature of the research justified the use of PLS-SEM (Hair
et al., 2012). PLS-SEM works efficiently with small sample sizes and complex models without
an additional assumption about the underlying data (Hair ef al, 2017a, 2017b). It can handle
reflective and formative measurement models and be applied in various research situations.
There are no distributional assumptions; PLS-SEM is a nonparametric method. Hair ef al.
(2017a, 2017b) and Cohen (1992) support calculating the minimum required sample size,
which is 37. Based on Kock and Hadaya’s (2018) inverse square root method, the minimum
sample size is 59. According to both procedures, the minimum sample element size criterion is
satisfied. Standardized factor loadings should be more than 0.5, but ideally 0.7 should be
reached (Hair ef al,, 2012). Appendix lists Dijkstra-Henseler’s rho values, ie. the index of
internal consistency and reliability measure of constructs, which was well above the
favorable 0.7 value in each case (Dijkstra and Henseler, 2015). Convergent validity was
measured using average variance extracted (AVE), where values should be more than 0.5 in
each construct (Hair ef al, 2017a, 2017b). The AVE is illustrated through the diagonal of
Table 1. The data met the required criteria. Discriminant validity was measured by Fornell
and Larcker’s test (1981): in all cases, the AVE measure should be larger than the squared
latent variable correlations of all other constructs. As Table 1 demonstrates, this requirement
was met.

Discriminant validity was also measured by the heterotrait-monotrait ratio of correlations
(HTMT), where each pair of constructs must be significantly lower than 0.85; this criterion
was met in our study (see Table 2).
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ITP In sum, sufficient statistical evidence was found that verified the existence of the four
36.8 constructs, that the measured variables are appropriate indicators of the related factors and
’ that the constructs are different.
4.3 Structural model and results
182 Only one model-based criterion, the standardized root mean square residual (SRMR), is
applied in PLS modeling, and its cut-off value is 0.08 (Hu and Bentler, 1999). The model
delineated in this study has an appropriate model fit because SRMR = 0.057. The results (see
Table 3 and Figure 3) demonstrate that not every hypothesis was accepted.

This model highlights the crucial role risk management plays in this context; risk
management has a positive impact on organizational structure (b (beta value) = 0.73), IS
awareness (b = 0.41) and ISA maturity level (b = 0.28), which means that hypotheses H1. H2
and H3 are supported. In other words, the better the risk management mechanisms are, the
more pronounced information security can be within a level of organizational structure and
the more effective an IS awareness-improving process is. Risk management also has a direct
impact on ISA maturity level, which highlights its decisive, motivating role. Organizational

Risk management Organizational IS ISA
Construct mechanism structure awareness maturity
Risk Management 0.8085
Mechanism
Organizational Structure 0.5337 0.7707
Table 1. IS Awarengss 0.4286 0.4055 0.7779
Discriminant validity:  1SA Maturity 03276 0.2988 0.2801 1.0000
a Fornell-Larcker Note(s): Squared correlations; AVE in the diagonal
criterion Source(s): Authors’ own work using ADANCO software
Risk management Organizational IS ISA
Construct mechanism structure awareness  maturity
Risk Management
Mechanism
Organizational Structure 0.8236
Table 2. IS Awareness 0.7360 0.7414
Discriminant validity: 1SA Maturity 0.5963 0.5917 0.5743
an HTMT criterion Source(s): Authors’ own work using ADANCO software
Effect Coeff. t-value p-value
Risk Management Mechanism — Organizational Structure 0.7305 9.5988 0.0000
Risk Management Mechanism — IS Awareness 0.4064 3.3668 0.0004
Risk Management Mechanism — ISA Maturity 0.2841 1.8675 0.0309
Organizational Structure — IS Awareness 0.3399 3.1863 0.0007
Table 3. Organizational Structure — ISA Maturity 0.2027 1.4528 0.0732
Direct effects on IS Awareness — ISA Maturity 0.2141 2.2726 0.0115
the model Source(s): Authors’ own work using Adanco software




R=0.53
Organizational
Structure

Risk Management
Mechanism

ISA
Maturity

Awareness

Note(s): All coefficients are standardized (*p < 0.05; ***p < 0.001). The
dotted lines represent the rejected hypotheses
Source(s): Author’s own work

structure has a positive impact on IS awareness (b = 0.34), which draws attention to the fact
that organizational support is effective. IS awareness improvement can be achieved at a
higher level (H4 is accepted). At the same time, the organizational structure does not have a
significant impact on ISA maturity level (H5 is rejected), which means that organizational
structure alone is not enough to increase the level of ISA maturity. This fact also mirrors our
personal experiences. IS awareness has a positive impact on ISA maturity level (b = 0.21),
which means that if the importance of ISA is raised to a high level, then it is able to foster a
higher level of ISA maturity in an organization (H6 is accepted). Figure 3 shows that in
addition to the direct effects of ISA, there are also certain indirect effects.

4.4 Mediation effects analysis

For a mediation effects analysis, according to Iacobucci (2008) and Zhao et al. (2010), SEM
approaches should outperform the “causal steps” approach of Baron and Kenny (1986),
because they estimate everything simultaneously. Hair et al (2017a, 2017b, p. 239) also
suggest that “to test mediation effects, use bootstrapping instead of the Sobel test, which is
not applicable in a PLS-SEM context”.

A mediation effects analysis was conducted using the logic of Zhao et al. (2010) and Hair
et al. (2017a, 2017b). Table 4 shows that all mediating effects are complementary, which
means that both mediated effects and a direct effect exist (a partial mediation) and point in the
same direction.

Total effect Direct effect Indirect effect
Path Coeff. t-value Coeff. t-value Pointest. CI95% Mediation
RM—> A 065477 74365 04064™ 33668 02483  [0.0945. Partial H7
] . 0.4086] (compl.)

0S—ML 02755 20406 0.2027 14528 0.0728°  [0.0069. Full H8
0.1662]

RM—ML 05724™" 72613 02841° 18675 0.1843™" [0.0937. Partial H9
0.5597] (compl.)

Note(s): (***p < 0.001; *p < 0.05); RM: Risk Management, A: Awareness, OS: Organizational Structure and
ML: Maturity Level
Source(s): Authors’ own work
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Figure 3.
The structural model
and results

Table 4.
Summary of mediating
effect tests
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Brief description of ~ Controls supporting ~ Controls
36,8 Maturity level  the level knowledge supporting attitude  Audit evidence
1 - Non- ISA practically No supporting No supporting None
Existent does not exist controls controls
2 - Compliance  ISA programme Regular (annual) Documented Training materials
Focused already exists but  and documented disciplinary and training records;
184 is designed awareness training  process documented
primarily to meet events. General ISA procedures for
specific compliance  training materials identifying customer
or audit (contents) are needs, supplier
requirements available (e.g. management, and
videos, newsletters, initial and regular ISA
or presentation training; signed NDAs
materials). Regular with employees and
(annual) internal suppliers; 3rd party
audits. As a part of audit reports;
the onboarding certificates of
process, the compliance issued by
employees receive customers and/or
initial training with third parties; and risk
generic information assessment reports
security content
3-Promoting  This ISA grade is Based on the risk During the List of relevant ISA-
Awareness &  based on a detailed  assessment of the traditional related topics linked to
Behavior risk assessment, organization, there  disciplinary a detailed risk
Change which identifies the  are available, process, there is a assessment;
topics that have the  organization- defined and management review
greatest impact on  specific ISA documented meeting minutes; ISA
supporting the training materials incentive system, project-related
organization’s (contents) ie. prizes, trophies,  documents (PID,

Table 5.

The proposed model,
explained by grades
in detail

mission and ISA
efforts to focus on
those key topics

presents, or
campaigns related
to information
security

project plan, action
plan, reports, etc.);
regular management
communications
about emerging risks,
actions,
countermeasures and
results via e-mail,
blog, video, etc.

(continued)




Brief description of ~ Controls supporting ~ Controls
Maturity level  the level knowledge supporting attitude  Audit evidence
4 -Long-Term  There is an ISA- Documented IS-related goals are ~ Program-related
Sustainment related programme,  procedures for the integral parts of the ~ documentation (set of
& Culture which has the regular review of regular personal projects, project and
Change processes, the communicated appraisal system programme reports)
resources, and contents and for for individuals asa  and a detailed ISA
leadership support  defining the part of performance  budget for a longer
in place for a long-  learning objectives ~ assessments period (i.e. three years)
term life cycle, for target groups.
including, at a Regular knowledge
minimum, an assessments by
annual review and  tests
update of the
programme. The
programme and
security are an
established and
updated part of the
organization’s
culture
5 - Robust The ISA Documented and Personalized, Documented,
Metrics programme has a implemented tailored to the traceable KGIs (Key
Framework robust metrics procedures for organizational unit, Governance
framework to track  measuring ISA “SMART” (specific, Indicators), KPIs and
progress and (metrics, measurable, ROI (ROSI (Return On
measure impact. measurement attainable, realistic ~ Security Investment))
Consequently, the method, and use of  and timely) calculations
programme is the measurement objectives

continuously
improving and able
to demonstrate a
return on
investment

Source(s): Authors’ own work
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Table 5.

The following are the hypotheses on the mediation effects in our model:

H7. Organizational structure mediates the relationship between risk management and IS
awareness.

H8. IS awareness mediates the relationship between organizational structure and ISA
maturity level.

H9. Organizational structure and IS awareness mediate the relationship between risk
management and ISA maturity level.

First, the organizational structure has a mediating effect on the relationship between risk
management and IS awareness. As reported in Table 4, the results demonstrate a significant
indirect path from risk management through organizational structure to IS awareness. The
direct path from risk management to IS awareness is also significant. It indicates the partial
mediating effect (i.e. a complementary mediation) of organizational structure on the
relationship between risk management and IS awareness (H7 is supported). Higher levels of
risk management increase IS awareness directly and increase organizational structure, which
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drives IS awareness. Hence, certain risk management effects on IS awareness are explained
by organizational structure.

Second, the mediating effects of IS awareness on the relationship between organizational
structure and ISA maturity level are shown in Figure 3 and Table 4. IS awareness influences
ISA maturity level indirectly. The indirect path from organizational structure through IS
awareness to ISA maturity level is significant, but the direct path from organizational
structure to ISA maturity level is non-significant. This indicates the full mediating effect of
awareness on the relationship between organizational structure and ISA maturity level (H8 is
supported). High levels of organizational structure cannot increase ISA maturity level
directly but rather increase IS awareness, which in turn drives ISA maturity level. Hence, the
organizational structure effects on the ISA maturity level are fully explained by IS awareness.

Third, the mediating effects of organizational structure and IS awareness on the
relationship between risk management and ISA maturity level are shown in Figure 3 and
Table 4. The results indicate that there is a significant influence of risk management, through
organizational structure and IS awareness on ISA maturity level. The direct path from risk
management to ISA maturity level is also significant. This finding also indicates partial
mediating effects (.e. a complementary mediation) of organizational structure and IS
awareness on the relationship between risk management and ISA maturity level (H9 is
supported).

5. Discussion

ISA maturity investigated in the relationship model (Figure 3) provides information about
ISA maturity key factors but doesn’t detail several important issues from IT audit aspects,
such as controls and audit evidence of the maturity levels. Without this information, IT
auditors don’t know the deficiencies in the control set, and there is no guideline about what
controls should be developed and why or which audit evidence is relevant at a certain control
set. Beyond that, we distinguish in the MMISA model controls supporting knowledge and
controls supporting attitude, emphasizing that it is not enough to know what to do, but the
proper attitude is required too, and because of that, we extend our investigation; we propose
our MMISA, which includes the abovementioned details as well. Many organizations, to
achieve continuous improvement in information security, use maturity models to assess the
abilities of employees and other interested parties. The assessment results are used to define
continuous improvement actions for changing and enhancing many different aspects of the
relevant staff, such as their knowledge, attitudes and habits. Based on these considerations
and the maturity model overview, we define ISA maturity level as an indicator of the quality
of an organizational approach to managing and measuring complex awareness programs to
improve staff knowledge, attitudes and habits via an IS-related focus. Maturity level means a
well-defined grade of ISA-related activities and practices in an organization. The different
grades represent different levels of the ISA programs, initiatives, applicable tools and
campaigns that improve the skills and abilities of the interested parties (employees,
subcontractors, partners, managers, etc.).

Based on the literature review and the experience of expert teams, we build our own ISA
maturity model, the MMISA model (Table 5). We use the SANS Maturity Model (SANS, 2019)
as a basis for defining maturity grades. Compared with SANS model, the main contribution of
the MMISA model is an inventory of controls we construct to establish the level of existing
ISA in each grade, and we include certain requisite comments and/or audit evidence to
facilitate a common understanding and deployment of each grade. Our goal is to provide a
framework that supports an IT audit through a measurable model; we define objective
evidence that can be used for assessing ISA maturity in an organization (Table 5). The
MMISA details five maturity levels, with the relevant controls and audit evidence, providing



valuable support for IT auditors and IS managers to assess the ISA maturity of their JSA maturity in

company. Additionally, we distinguish controls required in each maturity level by knowledge
and attitude, referring to the fact, that knowledge and attitude have a decisive but different
role in ISA. People must be familiar not only with what to do and why an action is appropriate
but also why they need to be actively involved in preventive and corrective actions. The two-
dimension approach illustrated in Figure 4 helps to make differences among organizations
and provides improvement directions for the model users. If we have a high level of
knowledge and a low level of attitudes, then we get a clear message about what to do: we need
to focus on motivation factors, how we can achieve, that people will follow the internal
instructions for securing their working activities.

The grades of the MMISA are explained in detail in Table 5, where each maturity level has
a brief description. At all levels, we define those controls that support knowledge (skills and
abilities) and those controls that support staff attitudes (approach) to IS. From an auditor’s
perspective, the potential audit proofs are listed to provide objective evidence for the
achievement of a certain level of ISA.

To test the MMISA, we asked IT auditors, IS experts, consultants and IS officers to grade
their organization based on the current levels of IS controls and evidence (Table 5).
We obtained feedback from 122 respondents from the Hungarian Information Security
Community who play different roles in different associations. Each grade (maturity level) had
a short description, and there was a list of controls supporting knowledge (skills and abilities)
and attitude (approach). Potential evidence was also listed for each grade. The respondent
made his or her own judgment on the existence and operability of the listed controls and
evidence in his or her organization. If there were organization-specific control mechanisms in
the assessed organization, then the respondent had the freedom to upgrade or downgrade the
ISA maturity level in his/her response. In this case, a short explanation was also expected.
Nobody presented extra controls, initiatives or evidence as a part of his or her answer during
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Table 6.
Comparison of the
maturity models

the inquiry period. Accordingly, we concluded that the MMISA is sufficiently detailed and
suited to its purpose.

Here, we compare the MMISA model with the other maturity models discussed (see
Table 6). The MMISA model is based on I'T audit best practices and IS manager expertise. Its
specialty compared with the other maturity models is that it has defined controls and audit
evidence by grade. Its unique feature is that, beyond the maturity level description,
it supports audit work as well.

6. Study implications

The current study considers several theoretical and practical implications for researchers of
the IT security and audit field, IT auditors, IT security managers and experts, teachers,
trainers, as well as designers of IT control environments, companies and the relevant entities
associated with IT audit and security.

6.1 Theoretical implications

The present study has outlined several contributions to the theory and literature. The current
study expands the prior literature on ISA and ISA maturity. The literature on ISA maturity
models remains scarce. Information security maturity is discussed by several researchers
(Greene et al., 2022; Lopez-Leyva et al., 2020; Nasir et al., 2019; Schmitz et al,, 2021) but ISA
maturity is not. Scopus search using “information security awareness” and “maturity
models” resulted in two publications, only one article and one conference paper. Results
extend our understanding of the decisive factors of ISA maturity levels with a variance-based

Comparing Information security awareness maturity models
factors ISACM UAMM SANS MMISA
Referred ISO 27002 (2005) None 1SO 27002, PCI None
Standard DSS, SOX, GLBA,
HIPAA, NERC,
NIST 800, ENISA
Focus IT Stakeholder IT Users Awareness Interested Parties
Groups (IT Staff, Programme
Senior Management,
End Users)
Dimensions of ~ Importance, Threat and (One) Attitude
Maturity Capability, Risk Countermeasure, (Approach),
(Three) Prescription and Knowledge (Skills
Discretion (Two) and Abilities)
(Two)
Number of 7 5 5 5
Maturity
Grades
Defined Yes None None Yes
Controls, by
Grade
Defined Audit  None None None Yes
Evidence, by
Grade
Supports Partly None Partly Yes
Audit Work

Source(s): Authors’ own work




SEM (relationship model). Based on a literature review of ISA and maturity models, we JSA maturity in

prepared a relationship model, which uses four constructs (risk management mechanism,
organizational structure, ISA and ISA maturity level). According to the relationship model,
a strong risk assessment mechanism (through a documented methodology and reliable
results) leads to a high level of ISA. These results confirm the study of Dzazali and Zolait
(2012), Diesch et al. (2020) and Tam ef al. (2022).

The most significant contribution of the current study is the MMISA model as an ISA
maturity model providing controls and audit evidence for maturity levels. We distinguish in
the MMISA model controls supporting knowledge and controls supporting attitude,
emphasizing that it is not enough to know what to do, but the proper attitude is required too.
We didn’t find any other ISA maturity model with a similar feature. Fertig et al. (2023)
developed a MMISA, similar to our model in some dimensions. Their proposed maturity
model has five maturity levels, determined mathematically with the help of a polytomous
extension of the Rasch model and hierarchical cluster analysis. They collected data for the
calculations through a survey and applied design science as a research method. Their model,
however, sets expectations at a more general level than we do in the MMISA model and does
not provide specific guidance for assessing the control environment and related evidence.
Kour and Karim (2021) aimed to estimate cybersecurity maturity level and awareness risk for
workforce management in railways using Railway-Cybersecurity Capability Maturity Model
(R-C2M2) and ISACM, respectively (Kour and Karim, 2021). Their approach differs from ours
because it aims to reveal and identify cybersecurity awareness risks, and the research focuses
on the railway. Analyzing the ISA measuring approaches and the related maturity models,
we revealed that they don’t offer controls and audit evidence for maturity levels, which is
crucial for auditors and security professionals; additionally, they don’t distinguish
knowledge and attitude in IS context in their model. Our proposed MMISA model
overcomes these deficiencies, and it provides a suitable framework for not only assessing an
organization’s current ISA maturity level, but also identifying the steps needed to reach a
higher ISA maturity level. One crucial issue is that maturity in information technology can
change over time (Mettler and Pinto, 2018). MMISA can manage this time dependency.

6.2 Practical implications

The findings of the current study present several practical implications for IT security
managers, I'T auditors, IT security experts, companies and control designers as well as
teachers and trainers.

One of the most important practical benefits of our research is that it provides a structured
guideline on how to improve ISA within organizations; it helps to identify gaps in the control
environment, points to the evidence and shows the steps needed to improve it. Using MMISA
model, auditors can get feedback about their control set; they know which control should be
developed and how they are connected to audit evidence (so how to perform the audit).
Repeating the assessment exercise using the MMISA model at the same companies over three
or five-year, we can collect evidence on changes, trends and tendencies in information
security practices. This feedback can be very useful for companies in improving the control
environment and related regulatory procedures to reach a higher level of maturity. The
MMISA model, with its well-defined grades, is useful for auditors, assessors and companies
being assessed. The model is applicable for “quick tests” of ISA and helps companies to define
their improvement paths to security awareness and to identify the company practices that
foster ISA progression. Application of MMISA model can help and assist ISA development
and organization development from ISA aspects. It provides an overview for managers of
ISA status and gives feedback about the available controls in the organization. This outcome
can be compared with the requirements of the regulatory frameworks and adjusted according
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to that. MMISA provides practical support for planning and designing controls based on the
maturity level of a company. Creating a proper information security culture is crucial to
protecting information assets. MMISA can be used to enrich it through leveraging knowledge
related to ISA in security awareness training. Finally, the insights from the relationship
model highlight that strengthening the risk assessment mechanism (through a documented
methodology and reliable results) can result in a higher level of ISA.

7. Limitations and future work

The most important limitation of the research is the size and composition of the data.
Furthermore, another limitation is that the data were collected in Hungary, and we tested our
model in Hungary. For generalization purposes, we suggest testing MMISA in other
countries. Results do not present the situation of a specific industrial sector. An additional
extension of the research is the application and customization of MMISA model for some
highly privacy-sensitive industries like finance and the healthcare sector. These sectors are
assumed to have higher levels of ISA maturity. Future work includes additional tests of
MMISA model involving a larger group of IS security professionals and I'T auditors in real-
life situations and scenarios. Based on their feedback, MMISA model could be improved.
Repeating the assessment exercise at the same companies over three or five years, we can
collect evidence on changes, trends and tendencies in information security practices. This
feedback can be very useful for companies in improving the control environment and related
regulatory procedures. Applying the MMISA model to other Information Security
Communities in other countries provides an opportunity for comparison possibilities.
Despite the limitations, our study represents a new approach to ISA maturity and could be a
starting point for future studies.

8. Conclusion

This paper has two main goals; first, to analyze the decisive factors of ISA maturity levels
with a variance-based structural equation model (we call it the relationship model), and
second, to provide an ISA maturity framework — the MMISA model. From a practical view,
based on the results of the relationship model, if we identify a strong risk assessment
mechanism (through a documented methodology and reliable results), we can expect a high
level of ISA. This means that we need to foster the implementation of a well-established risk
assessment methodology because this can have a direct influence on ISA. On the other hand,
we can also identify certain side effects:

(1) If there is a well-defined organizational structure with clear responsibilities, this
supports the linking of a risk management mechanism with the level of ISA.

(2) The connection between organizational structure and ISA maturity level is supported
by ISA activities: An increased level of awareness actions strengthens an
organizational structure via the best practices learned by the staff.

(3) Therelationship between risk management mechanism and ISA maturity level is also
supported by organizational structure and ISA-related activities.

In short, the results of a well-elaborated risk assessment facilitate ISA maturity through an
increased level of ISA activities. The process leads to a solid organizational structure that
helps improve ISA-related tasks. Researchers can transform their findings into better
company practices if they integrate the mechanism described above. Based on our research,
to increase the level of ISA, organizations should introduce controls that support risk
management mechanisms (e.g. the introduction and operation of a risk management



procedure). Additionally, strengthening the role of an information security organization JSA maturity in

within an organizational structure is effective; it can have a measurable impact on the
systematic and targeted training of staff.

According to our investigation related to the ISA measuring approaches and the
corresponding maturity models, we found that they don’t offer controls and audit evidence
for maturity levels, which is crucial for auditors and security professionals; additionally, they
don’t distinguish knowledge and attitude in IS context in their model. Our proposed MMISA
model eliminates these deficiencies it provides a suitable framework for not only assessing an
organization’s current ISA maturity level, but also identifying the steps needed to reach a
higher ISA maturity level.
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Appendix
Construct (Dijkstra- Std.
Henseler rho) Item (scale) Loading Mean  Dev
Risk Management Information about risks across business processesis ~ 0.9147 574 1357
(pA = 0.944) considered
Information and technical assets critical to the 0.8609 6.19 1.095
organization are identified
Management controls that provide sufficient 0.9158 5.54 1.294
protection against threats are defined
Vulnerabilities in the information systems and 0.9040 5.68 1.389
related processes are identified regularly
Organizational Information security unit/personnel play important ~ 0.8869 5.69 1.473
Structure (pA = 0910)  roles in decision-making processes about
information security
The operation of the overall information security 0.8909 5.38 1.373
structure is evaluated and adjusted to adapt to
changing conditions
Information security unit/personnel receive 0.8554 547 1.478
business objectives and needs from relevant unit
head
IS Awareness Users are provided with instructions on classifying 09192 5.05 1.566
(pA = 0913) data in digital operation
Users are provided with instructions on classifying ~ 0.9253 498 1.633
data in manual operation
Information security awareness briefing is 0.7953 4.86 1941
standardized and formalized
ISA Maturity Level Existence of ISA programs. initiatives. applicable 1.0000 2381 0.893
(PA = 1.000) tools. and campaigns for improving the skills and

abilities of the interested parties (employees.

subcontractors. partners. managers. etc.)
Note(s): Each item was measured on a seven-point scale. where 1 = strongly disagree. and 7 = strongly agree
Source(s): Authors’ development
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