Guest editorial

Risk governance and risk management in change: a guest editorial

1. Crises, scandals and change in visk governance and risk management

Since the financial crisis of 2008, many organizations worldwide have rethought their
approaches to risk governance and risk management (Bailey, 2019; Sinha and Arena, 2020;
Stein and Wiedemann, 2016, 2018; Stein et al., 2019). These change processes have also been
triggered by regulatory change, much of which has focused on the financial industry
(Alexander, 2020; Gatzert and Kolb, 2013; Hanafizadeh and Marjaie, 2020; Sinha and Arena,
2020; Sheedy, 2021). In addition, corporate scandals such as BP’s Deepwater Horizon
incident and Volkswagen's Dieselgate scandal have led to questions about large
corporations’ approaches to risk management and risk governance (Sheedy, 2021).

A potential answer to address these issues is an increased focus on risk governance,
where actors at the top of organizational hierarchies adopt a more holistic and strategic
approach to steering risks (Stein and Wiedemann, 2016) and are more accountable for the
risks their decisions include (Sheedy, 2021). In line with this notion, risk governance as a
“system of rules and relationships in an organization that support decisions and oversight
relating to risk” (Sheedy, 2021, p. 21) may need to be strengthened to bridge the gap between
the “institutionally oriented field of corporate governance and the methodologically oriented
area of risk management” (Baule and Fandel, 2016, p. 809). Accordingly, standard setters
such as COSO have published new editions of their frameworks (COSO, 2017) and we have
witnessed a series of new or updated regulation on more strategically oriented risk
management systems (Alexander, 2020; Grammenidis and Hiebl, 2021; Maffei and Spand,
2021). At the same time, such arising needs for stronger risk governance and regulatory
change are likely to trigger substantial change in risk management and governance in many
organizations.

Some research has already picked up these or similar developments and investigated
how they affect and interact with organizational change more generally (Agarwal and
Kallapur, 2018; Alsharari, 2021; Jabbour and Abdel-Kader, 2015; Sinha and Arena, 2020;
Subramaniam et al., 2011). While such research has allowed us to understand the effects of
these more general institutional changes around risk governance on organizations, how
these changes interact with factors at the organizational level and how organizations or
individuals further develop their way of governing and managing risk remain unclear. For
this reason, this special issue of the Journal of Accounting and Organizational Change aims
to shed more light on risk governance and risk management in change.

The special issue emanates from the 8th Annual Conference on Risk Governance held in
October 2020. Normally, this conference is held in Siegen, Germany, but due to the Covid-19
pandemic, it was held virtually in 2020. Whereas past editions of the conference had focused
on general applications and the framing of risk governance and have led to a number of
special issues in preceding years (see the guest editorials by Baule and Fandel, 2016; Hiebl,
2019; Hiebl et al., 2018a, 2018b), the 2020 edition of the conference focused on the role of
change around risk governance and risk management. Several of the papers presented at the
2020 conference, having undergone a rigorous blind review process, have been selected for
publication in the present special issue.

This guest editorial aims to provide an overview of the seven papers included in this
issue, explain how they relate to each other as well as to risk governance and risk
management in change and delineate pressing issues to be resolved in future research. In the
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next section, I briefly introduce the papers included in this issue. Afterward, I chart some
avenues for future research that emanate from this special issue. Finally, I draw conclusions
and acknowledge those important actors who have made this issue possible.

2. Papers included in this special issue

The seven articles in this issue cover a wide range of notions about how risk governance and
risk management can evolve over time and how such developments interact with
organizational change. Methodologically, the seven papers are based on several data
generation approaches such as in-depth case studies (Murr and Carrera, 2022; Tica and
Weillenberger, 2022), archival data (Nagel et al, 2022), survey data (Hassan ef al., 2022,
Schifer et al., 2022), a combination of survey and interview data (Tan and Lee, 2022) and
agent-based modeling (Harten ef al, 2022). At the same time, the articles rely on data from
across the world such as Germany (Tica and Weillenberger, 2022; Schifer ef al., 2022),
Malaysia (Tan and Lee, 2022), Saudi Arabia (Murr and Carrera, 2022), the USA (Nagel et al.,
2022) and Qatar (Hassan et al., 2022). The geographical spread of the data used in the articles
signals that new and changing approaches to risk governance and risk management are
relevant in many countries, but are, at the same time, influenced by national regulations and
idiosyncratic pressures (Alsharari, 2021; Haustein and Lorson, 2021; Maffei and Spano,
2021; Murr and Carrera, 2022; Rana et al.,, 2019a; Schifer et al., 2022; Tica and Weillenberger,
2022).

In line with this notion, Murr and Carrera (2022) present a case study of how institutional
logics affected the adoption and implementation of risk management practices in a
governmental entity in a developing country. Murr and Carrera (2022) thus enrich the
growing literature on risk management in public sector organizations (Bracci et al., 2021) by
confirming the usefulness of the institutional logics perspective for analyzing accounting
and control change (Damayanthi and Gooneratne, 2017; Nguyen and Hiebl, 2021). In
particular, Murr and Carrera (2021) illustrate how two competing institutional logics — in
this case, a traditional logic and a modernization logic — confronted the involved actors with
several tensions, which could only be lifted when a Royal Order was issued that mandated
that all Saudi Arabian government entities adopt and implement adequate risk management
practices. The case study by Murr and Carrera (2022) shows that in this developing country,
the competition between the logics was only solved by making risk management a
compliance requirement. At the same time, the paper shows that change in developing
countries’ risk management systems may only be ceremonial at first with the aim to
signal conformance with external pressures, a finding that connects with other accounting
and control research on developing country organizations (Damayanthi and Gooneratne,
2017; Hopper et al, 2009; Ndemewah and Hiebl, 2021; van Helden and Uddin, 2016).
However, this raises the question of whether adequate risk governance in a developing
country organization necessarily needs to be in line with approaches that have proven useful
in developed countries.

The paper by Schifer ef al (2022) complements the case study by Murr and Carrera
(2022). Schifer et al. (2022) draw on a different strand of institutional theory to examine how
stakeholder pressures relate to municipalities and state agencies’ implementation and use of
risk management practices. Unlike the situation in Saudi Arabia described by Murr and
Carrera (2022), German public administrations have not thus far been subject to mandated
risk management, which opens up the opportunity for Schifer et al (2022) to analyze the
non-regulatory factors that led to the increased use of risk management practices. Based on
a survey of 136 financial managers in public sector organizations in Germany, their results
indicate that stakeholder pressure — as perceived by those financial managers — is not



directly related to the adoption of risk management practices. However, they find that (Guest editorial
stakeholder pressure increases top management support for risk management practices in

public sector companies, which, in turn, is positively related to the adoption of risk

assessment practices, use of risk reporting practices and integration of risk aspects into the

strategies of public administrations. These results indicate that to professionalize risk

management in the public sector, translating stakeholder pressure into top management

support for risk management is crucial. Similar to Murr and Carrera (2022), the study by 3
Schifer et al (2022) thus adds to the literature on risk management in public sector
organizations (Bracci et al., 2021) by highlighting the decisive role of top managers in these
companies, such as mayors and agency heads.

The third paper, authored by Tica and Weillenberger (2022), sheds light on how risk-
related regulatory change may arise in developed countries. In particular, Tica and
WeilBenberger (2022) illustrate that an organization’s questionable business practices may
ignite regulatory change across a national industry — the German private health insurance
industry in this case. Tica and Weillenberger (2022) present the story of the so-called MEG
scandal and conclude that not only risk-related regulation may be imposed on firms. Their
case study highlights that the competitors of a scandalized firm urged regulators to impose
new regulation on the entire industry to prevent it from suffering further reputational
damage. Tica and Weillenberger (2022) argue that a potential ex anfe remedy for the
involved insurance firms would have been a closer integration of risk management and
control systems, which could have prevented the scandal from materializing. That is,
another learning from this case could be that tightened risk governance in terms of a more
integrated and strategically oriented steering of risks that is coupled with management
control systems may be more promising than keeping these risk management and control
systems separate (cf. Culasso et al, 2016; Kunz and Heitz, 2021; Posch, 2020; Rana ef al,
2019a, 2019b).

The survey study by Hassan et al. (2022) further adds to this line of thinking. It analyzes
whether elements of organizational culture are related to the adoption of risk governance
practices. Besides the presence of an internal audit department in firms and private
ownership, the results presented by Hassan ef al. (2022) show that an organizational culture
marked by tight control and little teamwork is also related to higher rates of adopting risk
governance practices. Since both these aspects of organizational culture could also be seen
as elements of cultural controls (Goebel and Weillenberger, 2017; Malmi and Brown, 2008;
van der Kolk et al., 2019), the study by Hassan et al. (2022) delivers further evidence of the
interplay between management control systems and risk governance/risk management
systems. In addition, it adds to the growing literature on how risk culture shapes
organizational risk management practices (for reviews, see Cimini, 2021; Kunz and Heitz,
2021). This literature has thus far used firms from the financial service industry and
samples from developed countries. The article by Hassan ef al. (2022) therefore complements
existing risk culture studies by offering evidence from a mixed sample of financial and non-
financial firms in an emerging economy.

Similarly, the paper by Tan and Lee (2022) describes the implementation of risk
management practices in a developing country. Their mixed-method study focuses on the
adoption of enterprise risk management (ERM) in small Malaysian businesses and thus
contributes to the literature on risk management in small enterprises (for reviews, see
Crovini et al, 2021; de Aratjo Lima et al, 2020; Falkner and Hiebl, 2015). So far, this
literature has tilted toward research from developed countries (Falkner and Hiebl, 2015) and,
as indicated above, we cannot assume that risk management practices function in the same
ways in emerging economies. Tan and Lee (2022) find that business interruption risks are
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the most relevant risk in the small businesses they survey, which explains why business
continuity plans are the most frequently used aspect of ERM in these firms. In addition, they
find that the presence of a risk management team actually lowers the likelihood that the
small business will adopt ERM practices. This indicates that risk management teams serve
as a substitute to ERM in taking care of risk governance in small businesses. More
generally, this finding nurtures the idea that small businesses use different forms of risk
management and risk governance than large firms, as the latter tend to rely on more formal
applications such as ERM (cf. Grammenidis and Hiebl, 2021; Hiebl et al, 2018a, 2018b;
Mitter et al., 2020).

By contrast, for large listed firms in developed countries such as those included in the
S&P 500 index, Nagel ef al. (2022) find that the phrasing of risk disclosures helps explain
cumulative abnormal stock returns. Specifically, Nagel ef al. (2022) find that investors seem
to react to both positive and negative phrases in risk disclosures. In addition, the paper
shows that business-related information conveyed in risk disclosures has a larger impact on
cumulative abnormal stock returns than purely financial, legal or regulatory information.
Nagel et al. (2022) also find that tailored phrases are specifically valued by investors as long
as they are not too rare and feature some comparability to the phrases used in other firms’
risk disclosures. In summary, Nagel et al. (2022) identify various ways in which firms can
change their risk disclosures to better meet the needs of equity investors and thus
strengthen their risk governance (cf. Sheedy, 2021; Stein and Wiedemann, 2016).

Further such opportunities are highlighted by Harten et al. (2022), who rather focus on
how the effectiveness of risk assessments as part of risk workshops may be improved.
While such risk workshops are frequently applied in practice and included in prominent risk
management frameworks (COSO, 2017; Fraser et al., 2021b; Quail, 2021), little research has
been conducted to improve their outcomes — even though this research topic, as well as the
research method used by Harten ef al. (2022), hold much attractiveness and novelty. Indeed,
the paper by Harten et al. (2022) may be the first to use a combination of agent-based
modeling and simulation experiments to study why and how risk assessments can or cannot
meet an organization’s expectations for such assessments. The findings presented by
Harten et al. (2022) indicate that by increasing the discussion rounds during risk workshops,
risk assessments progress from an underestimation to an overestimation of risks. The
organizers of such risk workshops can thus infer from the paper that when they want to
assess high risks accurately, they may need to extend the discussion around these risks as
much as possible. Thus, just as the other papers included in this issue, the one by Harten
et al. (2022) not only offers novel research insights but also charts potential ways for
changing and improving the practice of risk management and risk governance.

3. Future research on visk governance and risk management in change

While risk management and risk governance in practice have changed substantially in the
past two decades (Kloman and Fraser, 2021; Maffei and Spand, 2021; McShane, 2018;
Sheedy, 2021), the articles included in this special issue suggest that such change has not yet
halted. Indeed, many articles continue to present opportunities for improving or
professionalizing risk governance and risk management in various countries and types of
organizations. Moreover, research has yet to examine how novel risks such as climate
change risk (Fraser et al, 2021a) and cyber risks (Krupowicz and Young, 2021) can
appropriately be addressed and included in existing risk management and risk governance
approaches. In short, risk governance and risk management can be expected to remain a
fruitful field for accounting research and beyond in the years to come.



Given the plethora of important and interesting questions to be addressed in these fields,
it seems impossible to cover all interesting areas for future research in one brief editorial. I
thus focus on two of the fields touched upon in several of the articles in this issue that have
received little research attention yet.

3.1 Top managers, risk governance and risk management in change. First, some papers
in this issue and beyond (Caldarelli et al,, 2016; Murr and Carrera, 2022; Schéfer et al., 2022),
especially those relying on in-depth case studies, have noted the importance of top managers
when aiming to change or professionalize existing risk management and risk governance
approaches. In particular, the pivotal role of top management support is highlighted in the
survey study by Schéfer ef al (2022), who find that external pressures materialize in more
professional risk management through increasing top management support for such
professionalization. While top management support seems an important factor for
innovation in accounting and control practices more generally (Al-Sayed and Dugdale, 2016;
Chanegrih, 2008; Pike et al., 2011; Wang et al., 2019), knowledge on how top managers can
support such change and on the resources needed to equip them to do so is lacking. Risk
management and risk governance are no longer new concepts, and an increasing number of
top managers have been educated in novel approaches such as ERM during their studies
and/or further training (Fiondella and Zagaria, 2021; Grammenidis and Hiebl, 2021; Kunsch
and Bart, 2021). Some research has already found such training to be important for applying
more sophisticated risk management approaches (Beasley et al., 2015). In addition, there is
initial evidence that top manager characteristics such as the CEO’s tenure, ownership stake,
locus of control and risk-taking propensity, as well as the CRO’s education and career
trajectory can help explain why some organizations feature more sophisticated risk
management systems than others (Bailey, 2019; Glowka et al., 2021; Hiebl et al., 2019; Ludin
et al, 2017; Paape and Spekl¢, 2012). However, the findings on how other characteristics of
top managers such as CEOs, CFOs and CROs, as well as entire top management teams
influence change in risk management and risk governance are still missing. Bolstering this
strand of the literature would be desirable given top managers’ pivotal role in such change
processes.

One fruitful way to advance our understanding of how risk management and risk
governance could be further professionalized would thus be an increased focus on top
managers and their characteristics. In particular, quantitative studies could build on the
literature on manager effects and upper echelons theory that has become an established
research stream in studies of management accounting, control and financial reporting
(Abernethy and Wallis, 2019; Hiebl, 2014; Plockinger et al., 2016). Building on existing
knowledge, such research could, for instance, focus on answering the following
questions:

¢ To what extent do typical top manager characteristics and values (Abernethy and
Wallis, 2019; Hiebl, 2014; Plockinger et al., 2016) explain the variation and change in
applied risk management systems?

*  Which top manager characteristics better fit with formal risk management systems
in raising an organization’s risk awareness (cf. Braumann, 2018; Braumann et al,
2020)?

* To what extent do top managers, their characteristics and their ways of successfully
steering a business compensate for the absence of more formal risk management

approaches in small businesses (cf. Crovini ef al, 2021; Grammenidis and Hiebl,
2021; Mitter et al., 2020)?
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3.2 Regulating risk governance and risk management: can one size fit all? As mentioned by
several papers included in this issue and elsewhere (Alexander, 2020; Alsharari, 2021;
Haustein and Lorson, 2021; Maffei and Spand, 2021; Murr and Carrera, 2022), the past
decade or so has seen manifold regulatory change on risk management. These regulatory
efforts tend to follow a “the more, the better” paradigm and focus on being able to prove and
audit the application of formal risk management systems (Power, 2004, 2009), leading to
increasing demand for formal risk management in many organizations worldwide. In turn,
case studies such as the one by Murr and Carrera (2022) continue to report internal
resistance against such highly standardized and formalized risk management approaches
such as those included in COSO (2017) and other frameworks. When regulation that would
demand the application of such standardized frameworks is missing, empirical studies tend
to conclude that many organizations deviate from such risk management “ideals” (Schifer
et al., 2022; Tan and Lee, 2022).

These observations raise the question of whether frameworks such as COSO (2017)
can and should universally be applied to organizations from all sectors — private, public
and non-profit alike — and organizations of all sizes, ownership structures and industries.
Or is it really “non-compliant” organizations that are just not up-to-date in their risk
management approaches and need to catch up with the latest developments as
exemplified in best practice cases? Interesting questions for future research could include
the following:

* Among organizations that are not mandated to apply formal risk management
approaches (e.g. small businesses, public sector and third-sector organizations in
some jurisdictions), are those that adopt formal risk management approaches
similar to frameworks such as COSO (2017) more or less effective at managing risks
than organizations that adopt less formalized approaches to risk management? To
what degree have such less formalized approaches changed over the past few years?
What were the effects of such change?

¢ To what extent are the assumptions (e.g. the formalization of business objectives
and a desired culture, a focus on intended strategy development in contrast to
emerging strategy; see Johnson ef al, 2011) built into popular risk management
frameworks (COSO, 2017) applicable to organizations in developing countries? Do
national regulators account for the diversity of contexts? If not, how could
regulation be informed to increase its fit with the context of regulated
organizations?

4. Conclusions and acknowledgments

I hope you — as the readers of this issue — concur that the included articles represent
an interesting collection of insights into the changing nature of risk governance and
risk management and how this nature might change further in the future.
Nonetheless, as indicated in Section 3, many relevant questions remain to be
addressed by research and the articles included in this issue may serve as a trigger for
such further study.

Many parties have supported me in compiling this issue and I would like to acknowledge
some of them here. First, I would like to thank Zahirul Hoque, editor-in-chief of the Journal of
Accounting and Organmizational Change, for his support and openness to publish a special
issue on the changing nature of risk governance and risk management. Second, I thank my
colleagues Arnd Wiedemann, Volker Stein, Rainer Baule and Andreas Dutzi for their
ongoing efforts to make the University of Siegen and the annual conference on risk



governance one of the main venues for research on risk governance and management in  (Guest editorial
Germany and beyond. These efforts include hosting the 2020 edition of the annual

conference on risk governance where most of the papers included in this special issue could

be discussed. Moreover, I would like to thank the many peer reviewers for freely giving their

time to provide constructive and cogent reviews, including:

Giovanni Azzone, Politecnico di Milano, Italy.
Rainer Baule, University of Hagen, Germany. 7
Evelyn Braumann, Vrije Universiteit Amsterdam, The Netherlands.

Karen Brickman, University of Greenwich, United Kingdom.
Martin Carlsson-Wall, Stockholm School of Economics, Sweden.
Philna Coetzee, Tshwane University of Technology, South Africa.
Carolyn Cordery, Aston University, United Kingdom.

Susanne Durst, Tallinn University of Technology, Estonia.

Tamer Elshandidy, Ajman University, United Arab Emirates.
Cristina Florio, University of Verona, Italy.

Giuseppe Grossi, Kristianstad University, Sweden.

Thomas Henschel, Hochschule fiir Technik und Wirtschaft Berlin, Germany.
Fabian Hollstein, Leibniz University Hannover, Germany.

Susanne Homélle, University of Rostock, Germany.

Robert Hoyt, University of Georgia, United States.

Christian Huber, Copenhagen Business School, Denmark.

Michael Kuttner, Salzburg University of Applied Sciences, Austria.
Stephan Leitner, University of Klagenfurt, Austria.

Anita Meidell, Norwegian School of Economics, Norway.

Don Pagach, North Carolina State University, United States.

Rob Quail, Robert Quail Consulting, Canada.

Patrick Ring, Glasgow Caledonian University, United Kingdom.
Vikash Sinha, Aalto University, Finland.

Eija Vinnari, Tampere University, Finland.

Rudiger Weber, Vienna University of Economics and Business, Austria.

Finally, a big thank you goes to the authors of the articles included in this issue. They have
invested significant amounts of time and thought in crafting and revising their papers with
the help of peer reviewers’ comments. I am confident that the included articles will improve
our understanding of past change in risk governance and risk management and help predict
future need for action.

Martin R.W. Hiebl

Chair of Management Accounting and Control, University of Siegen, Siegen, Germany

and Institute of Management Control and Consulting,
Johannes Kepler University Linz, Linz, Austria
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